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1] PRODUCT PRESENTATION

The ATRIUM software is an advanced and powerful access control management tool. It allows an operator to
monitor and manage the system by accessing the ATRIUM controller using a network connection. The ATRIUM
software and the reference manual are available free of charge on our website www.cdvi.ca.

This chapter contains important information concerning the installation and use of this software.

Manage up to:

e 500 Doors

e 10,000 users

¢ 10,000 cards

e 1,000 Access Levels

e 250 Schedules each supporting 100 time periods
e 100 Holidays

e 256 Floors (Elevator Integration)
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2] NOTES AND RECOMMENDATIONS

This section describes how to install the ATRIUM software on a computer, start the application, register your
product and add a controller.

COMPUTER REQUIREMENTS

The ATRIUM interface is designed to operate with computers running a suitable Windows operating system as
detailed in the “"Operating System Requirements”.

Intel i5 Processor 4.2 GHz or better

8GB RAM (16Gb recommended for superior performance)

500GB of Hard Disk (SSD recommended for superior performance)

Ethernet access either through physical 10/100 Mbps Ethernet port or WIFI

OPERATING SYSTEM REQUIREMENTS

The ATRIUM interface has been tested on the following operating systems:
e Windows 11

Windows 10

Windows 8, 8.1,

Windows 7 Service Pack 1

Windows Server 20016 R2 Service Pack 2,

Windows Server 2012 R2

Windows Vista Service Pack 2

OTHER SOFTWARE REQUIREMENTS:
¢ Windows Installer 4.5
¢ .NET Framework 4.6.1
e .NET Framework 4.8
¢ VC++ 2017 Redistributable
¢ VC++ 2019 Redistributable
e SQL Server Express 2012, SP4
e SQL Server Express 2019

FREE TECHNICAL SUPPORT

For technical support in North America, dial 1-866-610-0102 Monday to Friday from 8:00 a.m. to 8:00 p.m. EST.
For other locations, please refer to last page of this document or visit our website: www.cdvigroup.com.

cdvi.com
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3] PACKAGE CONTENTS

e The ATRIUM software and reference manual are available free of charge on our website www.cdvi.ca

4] INSTALLING/UPDATING THE ATRIUM SOFTWARE

To install the ATRIUM software on Windows, you must be logged on with an administrator account.

Ensure the computer has the latest Windows Update installed before installing ATRIUM software.
Failing to do so may cause software installation malfunction. The tolerance of your antivirus may also
cause a malfunction of the software ATRIUM. It is recommended to add both paths in your antivirus
exceptions: C: \ Program Files (x86) \ CDVI Group \ * and C: \ Program Files \ Microsoft SQL Server \
MSSQL11.CDVI_ATRIUM \ *. These paths are created by default when installing the ATRIUM software.

1. First download the ATRIUM software application from www.cdvi.ca then double click on ATRIUM-
Setup.exe to start the installation.

2. Click Next then select "I agree to these terms and conditions” check box and click Next.
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3. Follow the on-screen instructions. By default the ATRIUM software will be installed to C:\Program Files

(x86)\CDVI Group and the database is in C:\Program Files\Microsoft SQL Server\MSSQL11.CDVI_
ATRIUM.

4. Click Finish to complete the installation. It is recommanded to restart your computer to complete the
installation.

An ATRIUM icon is automatically added to your computer desktop.
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5] PROGRAMMING

STARTING THE ATRIUM SOFTWARE

This section describes how to start the ATRIUM software.

1. Double-click the ATRIUM icon on your desktop or click Start >Programs >CDVI Group >ATRIUM
>ATRIUM. The first time you start the ATRIUM software, the “"Account Creation” window will be
displayed.

X ]
,g& Account Creation e

Account: |CDVI Graup

Sawe Cancel

2. Type the name of the new account and click “"Save”.

3. The ATRIUM software “User Login” window will be displayed. Type the Login ID and password for the
selected account. The default login ID and password is "admin”. You can also choose to synchronize
the events from the A22 or A22K controller or not to. Events do not hold any database configuration.

g& User Login é—|

User I'\.Iarr'e:” |

Password:
Events I Synchronize all events - i

([:I Offline Programming )

( Login ) ( Cancel )

Once you have created your account with the default login ID and password. It is strongly
& recommended you change the Login ID and password for security reasons. Refer to the “Accounts”

chapter for account and password management.

4. Click on "Login”.

cdvi.com
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ADDING A CONTROLLER

For each new account, the following screen is displayed to indicate that a controller needs to be associated with
the account. To add a controller, proceed with the following steps.

It is recommended to choose as the first controller of a site, one that will be designated as "Master”
controller and to which the doors are connected will be the LEAST busy (less activity).

Out of the box ATRIUM controller is ready for IP connectivity, fifty (50) controller maximum per
account. If you have more than one ATRIUM controller per account, one must be set as the "Master”
controller to manage the other forty-nine (49) IP controllers, defined as “"Sub-Controllers”.

It is HIGHLY recommended that you reserve an IP address in the DHCP server for each ATRIUM
controller. Consult the IT specialist in charge of the network so that he can reserve an IP address for
the ATRIUM controller.

1. Click on Add Controller. The Controller Connection pop up will be displayed.

28 Dashboard Hardware Advanced Configuration Accounts
ofh E H 8 #@ EKNSBhom=s T 0L &

Users Cards || Holidays Schedules Areas Access Levels Operator Programming Rights || Doors Relays Inputs Outputs || Cabs Floors Floor Levels || Events Reports ||  English

Credentials Languages

- System Overview
( roperties ) ( Delete ) ( Replace ) ( Upload Firmware ) ( System Status ) ( Reader Diagnostic ) |, Print i ( Locate | ) ( Synchronize | ) ( Reboot ) ( Factory Defaults

(expand A1l ) ( Collapse All ) (( Refresh status ) (Fing ) No controller connection added.

Connection Properties
. Add Controller

Access Configuration ‘ Control ‘ Cabs Maonitoring

Controtler connection properties i

I: Aulc - Detect J
2. Click the Auto-Detect button to optlom” Display Name
find the ATRIUM controller(s) on Serial Number: |
the network. URL asidress

Saftware Port: | 10000 %
Miodule Connection Key:

3. Select the controller from the list
and click Select.

cdvi.com
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The Serial Number, IP Address and Software Port information will be inserted automatically.

= 25
.’:23\, Controller connection properties
Ii Auto-Detect )

~ Options
Display Mame: |A22 [2-Door Controller]
Serial Number: | 102B
URL Address: | 192.168.1.12

Software Port:| 1000¢ [

Module Connection Key: | =

( Save ( Cancel

4. Enter “Module Connection Key” password. The default password is “admin”. Click OK.

The ATRIUM system includes two users, “Installer” and “"Administrator”. The default login ID and
password for “Installer” are “admin”. The default login ID and password for "Administrator” are
“adminl”. Additional users may be added to the system and assigned user rights accordingly. In
addition, the system offers four software “User rights” levels. See below.

SOFTWARE USER RIGHTS

Can add/de-

Can do Can configure lete/ modify

firmware
update

users, cards View only
and Keypad
code

the system

1. Installer v v v v
2. Administrator v v v
3. Operator v v
4. Guest v

5. Enter the user login ID and Password. Click Login. The application will synchronize with the controller
and expander modules connected to the controller.

.’Ej:‘u User Login ———

Login ID:
Password: L7 g
( Login ( Cancel

cdvi.com
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ADDING A SUB-CONTROLLER

First, set the main controller as a "Master” controller:

From the Hardware tab, click on the System Overview icon.
Select the main controller from the list and click on the Properties button.

Expand the Advanced Options menu by clicking on the + symbol, then click on the Integration tab.
Click on the checkbox next to “Master Controller”, then click “Save” at the bottom right.

The controller start to reboot and at the end of the process the controller product code will change from A22/
A22K to A22M/A22KM and then you can start adding the other IP controller (49 max. per site) as “"Sub-
Controllers”.

2. Module Properties
General Information W Settings | Mude of Operation | Card Envollment | TimeZone | E-mail Sestings. |
Display Name: | 22K [2-Door Condreller] Oots Module C fan Key:
Prosduct Code: A L%, tﬁ L“-Mp j hmt
Semal Mumbe: A4 i
Bk W koni : MAL Addeegs ! 00 | ECCO2A2 50 Confem Passwond:
1P Address 150 TEELTTE - -
Catwamye 10 R (& Uses HTTFS -]
Cubwniet hasle 7
DME IP Acdeess (= L
Sefbvmire Pt | 10008 ] (o Redirect SOK HTTP ta 50K HTTRS 3
Wb Pt B0 B wew pors | 443 5
- Advanced Dptions |

Monitosing | Primary Powes | Battery [0 Integration ||  icense |
Options
T |

GOPR (Detets evants after 90 days) O
Unlock if Arrmed [
D't Sk derming Statue O

| Master Comprolier B8 |

{_Save J (] Cancel
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Click on Add in the Sub-Controllers (IP Clients) menu.

N | Dashboard | Hardware | Advanced Configuration

Accounts

- . L
8§
System Overview Inputs Outputs

Locks Relays Bells

Hardware

1 e Q@ B

Tamper Switch Readers

1 E
-
Gateway Door Handle

” Schlage Wireless |

System 0ver\riev¢r\|

( Properties ) ( Delete ) (: Replace ) ( Upload Firmware ) (: System Status ) ( Reader Diagnostic ) (: Print ) ( Locate | ) ( Synchronize

(: Expand All ) (Collapse All ) ( Refresh Status ) (:-::"s

) Site Connection

4 Connection Properties  Online

(add ) ( properties ) ( Delete )

4 A22K [2-Door Controller] (AA-00-02-F0), MASTER Online Display Name Module Serial # | URL Address | Status
Readers (RS485) A22K [2-Door Controller] | AA-00-02-FO 192.1683.179| (@)
AZ2K [2-Door Controller] (A4-00-30-88), Online —
A22K [2-Door Controller] (A4-00-53-51), Online Tampered Sub-Controllers (IP Clients)
ADH10K [10-Door Handle Ctrl] (AA-00-03-0F),  Online (Add ) Properties ) ( Delete )
Cisplay Name Module Serial # URL Address | Status
ADH 10K [10-Door Handle Ctrl] | AA-00-03-0F 192.168.3.182 .
A23K [2-Door Controller] AA-00-30-88 1921682182 | (@
A22K [2-Door Controller] AA-00-53-51 192.168.3.181 .
i - [ . ]
Click on A_luto petect in the Controller A Controiler Connection L~
Connection window. Click on the A22/
A22K and click Select to confirm. ~Network Settings
You can also manually type in the (L—J Enable )
information if the module is on a
different network. C P ooz )
r Options

Type “admin” into the Password
and Confirm Password fields. Click
Save and your Sub-Controller will
synchronize.

Serial Number: [ 42200154
IP Address: | 192.168.1.64
URL Address:

Software Port:| 10000 -]
WebPort| 80 |

Module Connection Key:

Password: | ==

Confirm Password: | ==

Save Cancel

cdvi.com
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UNDERSTANDING THE ATRIUM SOFTWARE

The following chapter presents the structure of the main window of the ATRIUM software including the different
windows, menus, and buttons.

USER INTERFACE OVERVIEW

The main window of the ATRIUM software is shown below.

= Al LIV Le=s - [=] =
Menu—} - | Coitpoadd | i dohanied Doitguaben  Ariouts | ) _ _
. ] b | e =
Ribbon o6t 7 H 8§ i NS5 T G = a8 0. &
Buttons_’ Vhums T || ity Tobmobeias St i s pmeubar Pty Fights | [ovr Bolys byt Cibyarh || Caba Fewon Pl Lot | Dbt | Foesss Bapres | Bagost
Crard . A Lar g Sy |5 v | povigiemry | Wiy |
VOV?:(;‘:V?I_} == Close the Window —p
[m]{hnj[mu-m»m 130 S tomton fhares J | Pt Location Bapat J { 2t |} Lopy Saection | )|
3 - ¥ " ¥ L ! — e
0 | ceamontiaren|Lain At Ll dmapa E | keyuknn | D ] S 'Y T i
« Bl o - T s e o B |mcrepesg a
-~ N EEES st Auusta Level Mmara 201804 00 el G | O M [ S 'Y T )
E) e JEN a3 tmnm| O] 0 [embesd ] [t
| G |eosmeiiins [LeiR: [ ssss Lol Boimpmring | 20200000 000 | o 0 | |
s |28
[+ togend 1
Events
Window | =1 — =~
w i
| A VT AT | Ll b - ATRRI oirn| L Lo, Lbuas 1GR3 IETRIEFS
_!:HWMJU‘L'A’ fl\llﬂtwlawdh:la—w Mocwie RA 0022 19
PS50 SR | D Uonignird Eipin Tewed Erdmmms oes 50 IRGTULER
| o500 <08 Sl | Bt Biwed | Cume ke LB TR BN, sl O8N | TRIETRARES fCT TS 1B LIRSS e S0 5I0ARTIRT ]
E0A-G-18 DR | Door Unipcied Coor Back Uaor (SR ORI T
Alert — — . ———— .
Windows_’ [T—— '"‘- P —T— | j' [rfma (Closs )
mm‘--:qn T T LI, ey | 10 = ! E_.. 0 | maans o (@ [ is
Account Name User logged in Connection Status of KRYPTO
Status Mobile-PASS available

MENU AND RIBBON BUTTONS

The menu gives access to the Dashboard, Hardware, Advanced Configuration, and Languages menus/tabs.
ATRIUM Icon

e About and exit

Dashboard

e Credentials
- Users, refer to page 16.
- Cards, refer to page 25.

cdvi.com
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e Access Configuration
- Holidays, refer to page 32.
- Schedules, refer to page 35.
- Areas, refer to page 40.
- Access Levels, refer to page 44.

- Operator programming rights, refer to page 46.

¢ Control
- Doors, refer to page 48.
- Relays, refer to page 57 (This icon is also available from the Dashboard tab).
- Inputs, refer to page 59 (This icon is also available from the Dashboard tab).

- Outputs, refer to page 64 (This icon is also available from the Dashboard tab).

e Cabs
- Cabs, refer to page 138
- Floors, refer to page 136

- Floor Levels, refer to page 140

e Lockdown
- Configuration, refer to page 143

e Monitoring
- Events, refer to page 66

- Reports, refer to page 68

e Languages:
The ATRIUM software is a multi-language application. Select the desired language from the list.

Hardware

e Hardware
- System Overview, refer to page 72.
- Inputs, refer to page 59 (This icon is also available from the Dashboard tab).
- Outputs, refer to page 64 (This icon is also available from the Dashboard tab).
- Locks, refer to page 88
- Relays, refer to page 57 (This icon is also available from the Dashboard tab).
- Bells, refer to page 90
- Tamper Switch, refer to page 93
- Readers, refer to page 94

cdvi.com
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Advanced Configuration

® Programming
- Macros, refer to page 96
- Emails, refer to page 78
- Cameras, refer to page 108
- DESFire Readers, refer to page 112
- Global Settings, refer to page 118
Accounts

e Management
- Accounts, refer to page 168.
- Import/Export (Offline)

OPENED WINDOW AND EVENT WINDOW

To move an opened window, click on the desired window tab and drag it to the desired location on the computer
screen or use the docking arrows to dock it either to the left, right, top, or bottom.

a T - - 0 %
|l | Cuamd | Hadeay A Coskgavias  Aiskest

™D 5 i ¥ i IR E s T .= 8 Q& &

| Usirs ol bbb etbiden e Aiimit il Uprater Poopaewass B | Dmors Folis g G| Cobn Sty B Lvwi | bt | mminines (oslqueibos  bueti Sapadi | irghet

fepire e tsupenrs ! fme | L e sy ) ey

Pop-Up
Window

e e e TelsTl 5 5 S

Docking
arrows

|
' [v wmrssm L ke v
p

1 e L vown s, st | ) o B BO | vavmns | @ T

Once a window has been moved as a pop-up, the docking mode is enabled meaning that each window that will
be opened will be docked as shown in the following picture.

!Ll- | Sovsien iﬂnﬂ b i : . =2 & gle?:é‘tgzie
If as FHE B EE5C 0. 2 Docked Window
B e M FECE

Docked
Window

Select a
Docked Window
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ALERT WINDOWS

The Hardware Alert and Software Alert windows show event status respectively related to hardware and
software events. The following table lists examples of hardware and software events.

Examples of Events

Battery Absent - Module 00-00-00-01

Battery Low - Module 00-00-00-01

Bell Shorted - Module 00-00-00-01

Hardware Door Lock 0 Bypassed by Emergency Input - Module 00-00-00-02
Input 0 Masked - Module Module 00-00-00-02

Tamper Switch Trouble - Module Module 00-00-00-01

etc.

Attempt to write a duplicate card or keyboard code failed. Module SN: 0, object ID: 1
The module 0 already has an active connection.

Module 0 information was successfully changed.

Software Cannot connect to the module 0, User right error.

Communication timeout. Module: 0, synchronizer: 1

Login error: the login ID and/or password are wrong.

etc.

CONNECTION STATUS
Indicates the communication status with the ATRIUM module(s).
¢ Online: Connection established with the controller.
¢ Offline: Connection not established or lost with the controller.
e Synchronizing: Synchronizing the computer and controller data.

¢ Limited Connectivity: Communication is established, however one or more ATRIUM modules is
offline.

14 cdvi.com
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TYPING NAMES AND NOTES

1.When changing the name of a system component in the ATRIUM software windows (i.e. name of a
door, user, relay, etc.), ATRIUM will immediately refresh the screen.

2.Please note that ATRIUM supports up to 15 (first and last names) or 31 (other labels) characters for
text fields and up to 1000 characters for Notes fields.

REQUIRED FIELDS
Fields surrounded by a red frame are either required fields or fields in error.

For example, the Display Name, Format, and Hex fields from the Card Properties window are mandatory
(required) fields.

A field in error prevents from saving changes and closing the window.

g& Card Properties
~General Information m
Display l\ame:l I r Options
State: (L'_J Enabled ) (._'_J Grants Access )
User: ( = | ) ( Add ) (D Lost )
Activation: | 2022-04-19 00:00 =] (D Stolen )
Expiration: | None |“| (D Pragramming Card - Card Enrollment Mode )
r Numb (D Macro Activation on Double Swipe )
- L ]
Format: ( 26-bit v) I ev “Lockdown Option
Number:| I | Lackdown: (Not Used ")
I-ex:| | ( Program ]
Mz fingerprint or face associated with that card number

cdvi.com 15
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USERS

Programming a user allows to define the details pertaining to the user. Any individual that needs to access an
area (room) must be defined in the system as a user. Once defined, a card can be assigned to a user.

From the Dashboard tab, click on the Users icon. From this window, a user may be added, edited, or deleted.

'm'[

Agteis Ll Blhmind I 2GT-0 D000 O Sytabeanced

Qa|O]
ol|a

Lapired Use Aroem Lavet Kapy =]
I Broggiest lser Aspets Lt Amirpt [
-"‘:'d-": Lser 5.{-:|.1 Leer! £-l-r.-'| O _'
i , ) [Provcmaena | Koot s Programeming | 102 o o
[ ¢ 7 [FErem—— o a
yanee Uset e 1T o [=] | m
[ aoamirranon | e P s Lol ™ wr Maonia 0 | O ] ﬂll:ﬂ
) [beimaiin |UME | Acces beveh ey e o100 T ™ ' r..'-l:ﬂ

= Legend
ih«l«w—- l:‘-w:-mnwm ﬁ'{m @Awnn- ﬂ""" @w

b'-‘ mmmmm @mmw G.l.pmnbmn hotvation Cuie

Engeted

The following users are defined by default:

o INSTALLER USER: This user is active by default, can program cards and has a system and
web access login. This user is usually the System Installer that configures all hardware related
configurations. The installer usually defines along with the owner the perimeters of an area that
needs to be protected by an access door and also define with the owner or system manager, the
different access levels and access schedules.

o ADMINISTRATOR USER: This user is active by default, can add / delete cards and users, has
the ACCESS LEVEL ALWAYS and has a system and web access login. This user is usually the
system administrator or manager, the responsible to add and delete user in the system. The
ADMINISTRATOR USER also defines the access levels, the operator programming rights, the
schedules, the holidays and the different access rights of all the other users.

¢ PROGRAMMING USER: This user is active by default and is used to add new cards to the system.
Whenever the CARD ENROLLMENT mode is used, all the new cards programmed will inherit the
programming of the user associated to the PROGRAMMING CARD. It is also possible to define
multiple PROGRAMMING USER with different configuration and access rights. With this, it is then
possible to program different PROGRAMMING USER allowing easy USER programming with a specific
template.

cdvi.com
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ADDING A USER

From the Dashboard tab, click on the Users icon and click on the Add button.

General Information

g& User Properties li
r General Information Credentials\r Access Levels ‘/ Floor Levels ‘/ Custom Fieldsﬁ/ Events -Y Emailw
First Marme:
Last N (ardsY Keypad Codew
st Mame:
User Type (_Assign J [ Unassign ) (_Add ) (_ Properties
Vi@ Visitor 3 ||| icense | ievo | isplay Name | Number Dec) | MIFARE® DESFire® CSN. (Hex) | User | Activation Date | Expiry Date
(& Enabled

Activa:ion:| 2025-03-11 00:00

E:<|Jira:ic>n:| None

B || —

L/ Save ) l/ Cancel )

Basic and Advanced View

First Name: Indicates the first name of the user. A maximum of 15 characters is allowed.
Last Name: Indicates the last name of the user. A maximum of 15 characters is allowed.

User Type (Visitor): Indicates that this user is tagged as a visitor. An icon will be displayed next
to this user in the grid.

Enabled: When selected, indicates that the user is active.

Activation Date: Indicates the date the user becomes valid. Enter the year, month, day and time
of the day the user becomes valid or click on the calendar icon and select the date and time. The
user will become active at selected activation date and time.

Expiration Date: Indicates the date the user becomes invalid. This is useful for personnel on
contract which would require an access for a specific period of time. Enter the year, month, day and
time of the day the user expires or click on the calendar icon and select the date and time. The
user will expires at the selected date and time. For permanent users, do not select an expiration
date (leave the field empty).

cdvi.com
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Advanced View Only
g& User Properties Ié]
r General Information |/ Home 1/ Custom Fields 1/ Events 1/ Email 1/ Notes W
First Name: | Credentials \l/ Access Levels \I/ Floor Levels \If Work )
Last Mame:
User Type (ardsY Keypad Code Y System Loginw
[ Assign } Unassign [ Add ; [ Properties )
@ CD Visitor ) 2 = I
License | ievo | Display Name | Number (Dec) | MIFARE® DESFire® CSN. (Hex) | User | Activation Date | Expiry Date
(% Enabled )
e 5
(g Allow Extended Time )
(D Master Attribute - Card Enrollment Mode )
(D Overrides Anti-Passback )
(D Overrides Interlock )
CD Can Arm )
CD Can Disarm )
(I ] Owerrides Time-Delayed Unlock )
Activation:| 2025-03-11 00:00 a|
E:-:pira:ion:| None E|
Language: (Engll'sh V)
- Counter
(o Enabled )
Walue: ] :
Expiration:| None
~ Double Swipe
(D Floor Unlocked/Locked Owverride on Double Swipe )
m l/ Save ) l/ Cancel

¢ Allow Extended Time: When a user is granted access to a door, the door will remain unlocked for
the period defined by the door’s Unlock Time. When Allow Extended Access is enabled, the door will
remain unlocked for the duration of the door’s Extended Time in addition to its Unlock Time. This
option is particularly useful for individuals that may require more time to access the door.

¢ Master Attribute Card Enrollment Mode: Enables this user’s card to activate “Card Enrollment”
mode when a second card, which has the "PROGRAMMING Card” option activated, is presented
to the same reader within 5 seconds. The Master attibute card can be assigned to the USER
Administrator ONLY.

e Overrides Anti-Passback: When selected, indicates that the user will override anti-passback.
¢ Overrides Interlock: When selected, indicates that the user will override interlock.

e Can Arm: When selected, indicates that the user can arm the integrated alarm system.
See “Integration tab” on page 43 for more detail.

e Can Disarm: When selected, indicates that the user can disarm the integrated alarm system.
See “Integration tab” on page 43 for more detail.

e Overrides Time-Delayed Unlock: When selected, indicates that the user will override Time-
Delayed Unlock.

e Activation: Indicates the date the user becomes valid. Access rights are permitted.

o Expiration: Indicates the date the user becomes invalid. All access rights will be denied.
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e Language: ATRIUM supports several languages. Select the language this user will use when
accessing the ATRIUM software or web server. The user must have a system login ID and password.

e Counter: When selected, this enables the counter for any Card or Keypad code associated with the
user, limiting how many times the user can pass through designated doors.

¢ Counter Value: Set the number of times the user can pass through selected doors.

- To activate the decrement counter, select Decrement Counter on Card or Keypad code on
the

side of of the door with the reader (see Doors p. 46).

e Expiration: Indicates the date the user counter becomes invalid. The Expiration Date overrides the
Counter value. The User is denied access when the counter reaches zero (0) or the when expiration
date has passed. Whichever comes first.

e Double Swipe (Floor Unlocked/Locked Override on Double Swipe): Indicates that the user
can sequentially unlock, lock and return the floor to its normal state by swiping the cab reader twice.

cdvi.com
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Credentials Tab

The Credentials tab allows to assign/unassign card(s), a Keypad code (optional) and an ATRIUM system login
to a user (optional).

Basic View

Eredentials‘]/ Access Levels\/ Floor Levels T- Custom Fields T Events -Tf Email-j

[ Cards | Keypad Code |

( Assign ) ( Unassign ) (Add ) ( Properties )

License | ievo | Display Name | Number (Dec) | MIFARE® DESFire® CS.IN. (Hex) | User | Activation Date | Expiry Date

Cards Tab:

e Assign: To assign a card to this user, click on the Assign button and select a card from the list. The
cards are listed with the following information: Active, ID, Display Name, Number, User, Activation
Date, Expiry Date, Lost, Stolen, and Programming Card. Valid and invalid cards are listed and can
be selected but a card will not be operational until its status is changed to Active.

e Unassign: To unassign a card, select a card from the list of cards and click on the Unassign button.

¢ Add: To add a new card, click on the Add & Assign button. Refer to "Adding a Card” on page 26
for more information.

¢ Properties: To edit a card, select a card from the list of cards and click on edit. Refer to "Adding a
Card” for more information.

=5
(redentialswf Access Levels)/ Floor Levels WK Custom Fields WK Events-T Emailw
r Cards Y Keypad Codej
CEI Assign a Code )

Code:
Confirm Code:

Lockdown ( Mot Used ')

L/ Save ) l/ Cancel )

Keypad Code Tab:

e Assign a Code: When selected, allows to assign a code to access a door that is configured to use
keypad codes.

e Code: The code must contain five digits and must be unique. Each digit can be any numerical value
from zero to nine.

e Confirm Code: Re-enter the code for confirmation.

e Lockdown: Allows to assign the code to start a lockdown, stop a lockdown, grant access or area
secured.
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Advanced View

[ ome | Custom Fiekds [ vens T tmail [ Motes \
Credentials T Acoess Levels T Flaor Levels ] Wik
[ Cards | KeypasdCode |3 System Login |
I [:"..1 Axsige 8 Login :I
Logn 1D
Passwnrd
Canbrm Pasjaneed
Faitwond Hink
gt [ Avtrroea et ]
Cipeeatesr Fregraemmsg Rght | 3
(B edowsomaeacces )
(& Alers weh sreesn :I
(=] Al ST access 3
I:i.J Start Lockdown ].
(=] Stop Lockdown 3
I.’f'l Grant Access [Marmin Leckoown) }
I:|'I area Lecured [Maintain Lockdown) ]

System Login Tab:

e Assign a Login: Select this check box to enable the access to the PC and/or ATRIUM’s Web server
for this user.

¢ Login ID: Enter a login name that will be used to access the PC and/or ATRIUM’s Web server. Up to
31 characters are allowed.

¢ Password: Enter the password that will be used to access the PC and/or WATRIUM’s Web server..
Up to 31 characters are allowed.

¢ Confirm Password: Re-enter the password for confirmation.

e Password Hint: Enter a password hint that will help you remember your password in case you
forget the password.

e Rights: Select one of the four software user rights levels. See page 8 for more information on
the software user rights.

¢ Operator programming rights: The operator programming rights becomes active once the user
right “Operator” is selected. Choose one of the operator programming rights available. See page
46 for details about the operator programming rights.

¢ Allow Software Access: When selected, gives access to the PC version of the ATRIUM software.
o Allow Web Access: When selected, gives access to the Web server.

e Allow SDK Access: When selected, gives access to the SDK.

o Start Lockdown: When selected, gives the user the ability to initiate a lockdown.

e Stop Lockdown: When selected, gives the user the ability to stop a lockdown.

e Grant Access (maintain lockdown): When selected, grants the user access while maintaining
lockdown.

e Area Secured (maintain lockdown): When selected, allows the user to secure an area while
maintaining lockdown.
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Access Levels Tab

The access levels tab specifies the area(s) in the building the user will have access to and during which time
periods.

|/ Credentl'ale . Access LeveIsY Custom FieldsY E\renisY Ernal'lw
~Access Levels

Enabled | Display Name | 1D | Synchronization State |

Assign: Click on the Assign button and select the access level(s) to be assigned to the user. For
information, refer to “Access Levels” on page 44. If two or more access levels are assigned

to a user, access is granted as long as one of the defined access levels is valid when the card is
presented.

¢ Unassign: Select an access level from the list and click on the Unassign button to revoke this
access level for the user.

¢ Add: Allows to define a new access level. Click on the Add & Assign button to add a new access
level. Refer to "Adding an Access Level” for more information.

¢ Properties: Allows to edit an access level. Refer to "Adding an Access Level” on page 44 for
more information.

Custom Fields Tab

In the Custom Fields tab you can customize up to 6 regular fields and 2 fields for dates. As examples, a
custom field for employee number, passport number, credit card number, birthday, etc.

r Credentl'ale Access I_evele_, Custom Fields\r EvenisY Emal’l‘w

~ Custom Field Information

Mame ‘alue

nter a field name | Enter a dote ﬂ‘

( Save ). ( Cancel )
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Events Tab

The Events tab lists, in real-time, the selected user’s related events. Refer to "Events” on page 66 for more
information.

[ Credentials | Accesslevels |  Custom Fields |~ Events | Email |

(_print ) (Fine ) (@ Detailed View ) (O Fitters )

Email Tab

The e-mail entered in this field will be the one used to send KRYPTO Mobile-PASS. One e-mail per user is
allowed.

|/ Eredentiale Access LeveIsY Custom FieldsY Euenis\l/.i E"‘aiﬂ
Email

Advanced View

Floor Levels Tab

The Floor Levels Tab tab specifies the floor(s) in the building the user will have access to and during which
time periods.

( Home Y Events Y Email Y Notes
(

Credentials Y Access Levels YJ Floor Levels Y Work
Floor Levels

ign ( Unassign ) ( Add ) ( Properties )

Assign: Click on the Assign button and select the floor level(s) to be assigned to the user. For more
information, refer to “Floor Levels” on page 44123. If two or more floor levels are assigned to a
user, access is granted as long as one of the defined floor levels is valid when the card is presented.

¢ Unassign: Select a floor level from the list and click on the Unassign button to revoke this floor
level for the user.

¢ Add: Allows to define a new floor level. Click on the Add & Assign button to add a new floor level.
Refer to “Adding a Floor Level” for more information.

¢ Properties: Allows to edit a floor level. Refer to “"Adding a Floor Level” on page 44123 for more
information.
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Work Tab

The Work tab allows to enter the user’s professional contact information.

( Home Y Events Y Email Y Notes

( Credentials Y Access Levels Y Floor Levels ‘] Work
~Work Information

—

Company: ]
Title:
Street:
City:
State/Province:
ZIP/Postal Code:
Country:
Phcone Number:
Mobile Number:

E-mail Address:

Home Tab

The Home tab allows to enter the user’s personal contact information.

( Credentials Y Access Levels Y Floor Levels Y Work

Home Y Events Y Email Y Notes

——

r Personal Information

Street: [

City:
State/Province:
Z|P/Postal Code:
Country:

Phone Number:
Mobile Number:

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a

log of what settings were changed and when they were changed.

Save and Cancel Button

Use the save button to save changes or the cancel button to ignore changes.

MODIFYING A USER

Select a user from the list and click on the Properties button. See “Adding a User” for more information.

DELETING A USER

Select the user from the list and click the Delete button. A dialogue box will appear requesting confirmation.

Administrator and Installer users cannot be deleted.
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CARDS

Allows to define the details pertaining to the card. The card may be associated to a user directly from the Card
Properties window while defining the card or later from either the Card Properties or User Properties windows.

From the Dashboard tab, click on the Cards icon.

o Cards |

it Y Bateh Lowing ) [ ERVFTD

0 Mekle- Pt Sunva ) [ Card Hursber Disginy )| | Copy Seemen | |
s T T = T

IS R A TTRISSC0A IIREIT LPRDR ISSTALLIN | 023

(] [ Syrchionined
| :ﬂ-.- I E!E‘l'ﬂ'.ﬂ\!'&?dﬂl i M3E I.IF‘S-EE_IHSTALEIR E.D'C! 13- 0000 m] O =] SI)M'WL'.-.I
[!] —— e o e Ermrpeeregen ¢ =T = = .:-;m;;:-: L
| B P = LI T A I e DA | T 1 (XS L] il
T8 | [ommgncae e [ 1B Tl 1 E3 F] |
T | |emsgarac BT RAIITASS | AMCLITFRIOINT T Bl e o [t
i yhpuleth TREELNEIIR TERITE LPECR BSTALLER | 300)-53-02 Nﬂ\!i M-m-psneid| O a [ Fyrchipnized
L}
- m -
imm imm B v mmm || v Frgarpeint A e iface
lmplmumn ﬂf’"?ﬂ"ﬂm mmm {_}mmm "1 v Face wavatable
(e ®)

General Information
¢ Add: Allows you to add manually a new card in the ATRIUM system.
¢ Properties: It will open the “Card Properties” window of the selected card.
o Delete: Allows you to delete selected cards from the ATRIUM system.

e Batch Loading: Allows you to quickly add up to 500 sequentially numbered cards to the system.
See page 29 for details.

e KRYPTO Mobile-PASS Report: Creates a printable report on the Mobile-PASS credentials in the
ATRIUM system. Available, Pending and Assigned Mobile-PASS credentials are identified in the
report. The report can also be exported in several common file formats.

¢ Print: Allows you to print a simplified or detailed report of the cards of the ATRIUM system.

e ievo Report: Creates a printable report on ievo biometrics credentials in the ATRIUM system. The
report can be exported in several common file formats.

¢ KRYPTO Mobile-PASS Status: Displays the number of KRYPTO Mobile-PASS available and pending
for the ATRIUM system.

e Card Number Display: Allows you to display card numbers in decimal, hexadecimal or both.

e Copy Selection: Allows you to copy your card selection from the grid and easily paste it into Excel.
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ADDIN

G A CARD

The card may be added either using the Add button or the “Card Enrollment mode”.

Cards may also be added sequentially using either an access card followed by a programming card or
the on-board MODE button; refer to the 2-Door Controller instruction manual for more information.
The access card must be assigned to a user having the option “Can Program Cards” selected; refer
to “User General Information” on page 17. The programming card must have Programmming Card
enabled; see “"Options Tab” on page 27.

From the Dashboard tab, click on Cards, and click on the Add button.

- X
fé\\ Card Properties
~General Information Options 'If Notes
Display l\al‘"le:| | - Options
State: (B4 Enabled ) (D Grants Access )
I's I's
User: (_ = | ) % Add ) (D Lost )
Activation: | 2022-04-19 00:00 B (O Stolen )
Expiration: | None |“| (D Pragramming Card - Card Enrollment Mode )
 Number (D Macro Activation on Double Swipe )
Farmat: (26-bit ') e
I ev r Lockdown Option
Number: I | Lockdown: | Not Used ‘)
I—ex:| | ( Program )
Mz fingerprint or face associated with that card number
l/ Save ) l/ Cancel )

General Information

Number

Display Name: Identifies the card throughout the ATRIUM software. We recommend using a name
that is representative of the card.

Enabled: When selected, indicates that the card is active.

User: Allows to assign this card to a user. You can leave this field empty allowing you to assign this
card to a user in the “Users” menu.

Activation Date: Allows to enter the date the card becomes valid. Enter the year, month, day and
time of the day the card becomes valid or click on the calendar icon and select the date. The card
will become active at selected activation date and time.

Expiration Date: Allows to enter the date the card expires. This is useful for personnel on contract
which would require an access for a specific period of time. Enter either the year, month, day and
time of the day the card expires or click on the calendar icon and select the date and time. The card
will expires at selected date and time. For permanent cards, do not select an expiration date.

Format: Choices are 26-bit, Mifare Classic or DESFire EV2, KRYPTO Mobile-PASS and many other
format available.

Number and Hex: You will be able to find the card number displayed in the events once read by a
card reader. Depending on the format selected, the card number may contain a family code.

ievo “"Program” button: Fill in the first name, last name and assign the card to a user before
using the biometric integration option. Refer to page 151 for details of ievo biometric integration.
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Options Tab
e Grant Access: When selected, the card is used for access control.
e Lost: When selected, the card status becomes lost.

e Stolen: When selected, the card status become stolen.

When the Lost and/or Stolen check box is selected, the card’s privileges are indefinitely revoked
without having to deactivate or remove the card from the database. As soon as you click Save, the
card can no longer be used until its option status is changed.

¢ Programming Card (Card Enrollment Mode): When selected, allows to use this card to add
cards sequentially through a door reader; refer to the 2-Door Controller instruction manual for
the card enroliment procedure using the MASTER and PROGRAMMING cards. Each card added
will be assigned to a new user that will have the same access levels as the user assigned to the
Programming Card.

A card set as a Programming Card cannot be used as an access card.

¢ Macro Activation on “"Double Swipe”: When this option is selected, a double swipe of this card
will activate a macro from a door type double swipe event trigger. This macro outcome can activate
a command linked either to a door, a relay, an input, an output, a lock, etc. (see p.92 for “*Macros”).

A Macro Properties -
Ceenarsal Indormation
Cesplay hame: Dpen the Lignt on Double S i Hﬂ.ﬂw
(& e =3
Saacite | Schaduls Aegy ] = I- ‘J l!
Teigges Ewent if
Tror: | Doon b
Feant: { Diouble Swipe .‘J
Entrry. { KOET (AA-00-00-80-2) ==
L)
Chui et
Type: { Rewrs -
Com=wrd. | Brireabs Rebiy '.J
e e I
Taavr ) { Cancel i

Lockdown Option

¢ Lockdown: Allows the assigned card the ability to start lockdown, stop lockdown, grant access
(maintain lockdown) or keep area secured (maintain lockdown).

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.
Cancel Button

Use the cancel button to ignore changes.
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MODIFYING A CARD

Select a card from the list and click on the Properties button. See “Adding a Card” on page 26 for more

information.

DELETING A CARD

To delete an existing card, select the card from the list and click on the Delete button. A dialogue box will

appear requesting confirmation.

ADDING A CARD FROM AN EVENT

A card may also be added from an Access Denied event. When an unregistered card is used the door will not

open and the system will record the event.

4 Evens |

(view Owtaits } (ot ) (8 Access [[@) (T securny [0 (@ atooms W) (01 Trouvles JE) (3 Lockaown [0} (O owess JO0)

2018-06-21 09280 | Door Unlocked [ Door A2-20.1F-77: Deot 01 | User USER ADUINSTRATOR |
Z0TB-08- 2| (9FR00 | Acoess Granted At A2 18- 1: ks oo O, Joar Ae-20-15-17; Dot U1 | User USER ALOMINESTRATDR, Cart: MASTER
' [ Doge 4335177 Deor 01 [ DoocAr 30 THDoord:
201A-08-21 092331 | Access Denied Area: AZ-20-TF-TT: Ares Dood 01, door: A2-20-1F-T7: Door 01 | Casc: 1224171 {Hex: 15E68) [Unkncram card) t A 1 I
.':-!J-..'. LLa AL 2, Ok Adea: AR PO T-TT: Acea Do O, deed; A2 20-97-77: Deea _
| 2018-08-21 092330
| 2018-08-2 Hoon As !
| Hﬂﬂ-i'lf-mﬂm D‘Itﬁﬂ'.ﬂ-ﬂrll'-ﬂ! ‘oot 01 | Lser: USER ADMINISTRATOR.
- Dear 01 : Liyer, LESER ADMINESTRATOR
[ Ares: A2-30-1F-T7: Ases Doot 01, Soor; A2-20-1F-T1: Doos 01 | User USER ADMINSTRATOR, car: MAGTER
E77: TE-T7: Do 01 | Usee USER ADMINGS TRATOR
Desar: AZ-2- 1717 o Lser: LISER, ADMINISTRATOR. =
Boemi % Bl AF FH, B P e A7 e BRHA 2 F FE P A L a1 PR AP DR SFTR AT e s TR
Locate the desired event with the unknown card and click the Add button.
A Card Properties -
~General Information m
Display Name: [[33CEED5E857D52] | ~Options
State: (I Enabled ) (@ Grants Access )
User: C = | ) ( Add ) (D Lost )
Activation: | 2022-04-2100:00 E] (O Stolen )
Expiration: | None |“| (D Programming Card - Card Enrallment Mode )
~ Number (D Macro Activation on Double Swipe )
Farmat: CMIFARE DESFire EV2 ') 5
r Lockdown Option
Hex: 33CEEDSESSTDS2 Lackdown: (Not el ,)

Save Cancel

The card number will fill out automatically. Then assign the card to an existing user with the drop-down menu

and click "Save”.
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Or click "Add” to create and assign to a new user. The User Properties window will pop up. Fill out the fields in
red (first name and last name) then “"Assign” its access levels or create a new access level by clicking "Add”.
Click Save to record changes.

[ X |
gfé\ User Properties
r General Information Credentials | . Access Levele Custom FieldsY EventsY Ernal'l-\l
First Name:| I — Access Levels

Last Marme: | (—:Assign (ﬁnassg*

User Type
@ Visitor ) Enabied [ Display Name [ 1D | synchronization state |
(@ Enabled )

Actl'vation:| 2022-04-21 00:00 m|

Expiration:| |

Finally click Save in the Card Properties window to finalize the assignment of the new card.
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CARD BATCH LOADING

This convenient option is used to quickly add up to 500 sequentially numbered cards to the system. This feature
is compatible with most common proximity access card formats.

The cards can be:

e Assigned to Users at a later time (Create Unassigned Cards)

e Assigned to a new User for each card (Create 1 User per Card)

e Assigned to a single existing User (Assign Cards to Existing User)

An “unassigned card” is a card that has NOT been “assigned” to a User (card holder). An unassigned
card will not be granted access to any door. Door access rights are given to Users, not cards.

- x|
.”é\ Batch Loading Properties -
- General Information

Batch P'efix:| Batch |
State: CD Enabled )
Activation:| 2023-03-24 08:06 a|
Expiraﬁon:| Nowe ﬂ|
Quantity: 1 ij‘
Family/Facility/Site number: =
First number: =
Format: <26-hit V)
Options

(® Create unassigned cards )

C Create 1 User per card )

- _ e

i Assign cards to existing User )

Additional Information
Access Levels: CSeIe:t Item | )
Floor Levels: CSeIe:t Item | )
-
s B
l/ Create ) ( Cancel

General Information

Batch Prefix: Series of characters (up to 20) placed before the card number to optimize card batch
management. For example; put the word “Visitor” for a set of cards dedicated to company visitors.

State: By default, all cards created by batch will be active (Enabled). Uncheck "Enabled” to create a
batch of cards that will be inactive.

Activation: Enter the activation date for the cards you will create.
Expiration: If needed, enter an expiration date for the cards you will create.
Quantity: Enter the number of cards to create (maximum 500).

Family/Facility/Site Number: Enter the facility number (family code) for the cards to create
(ex: Wiegand 26-bit will be number from 001 to 256).

First Number: Enter the starting number of your card sequence.
(ex: Wiegand 26-bit will be any number from 00001 to 65536)

Format: Select the card format (26-bit, 30-bit, 44-bit, KRYPTO Mobile-PASS, etc.).
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Options
¢ Create Unassigned Cards: When selected, this option will create unassigned cards only. The cards
will appear in the “Cards” menu but are not assigned to a user. When a new user (card holder) is
added to the ATRIUM database, simply click the “Assign” button in the “Credentials” tab to select an
unassigned card from the list to assign it to the User.

e Create 1 user per Card: When selected, this option will create one user per card. You can also
assign an access level for all users that will be created. See the “Additional Information” section
(shown below) to automatically attribute an access level to the created users. Each new user will be
named according to the facility number and card number.

¢ Assign Cards to Existing User: When selected, the created cards will be assigned to the same
user. See “Additional Information” to select the user.

A detailed report will be displayed at the end of the batch loading process if one or more cards to be
added already exist in the system.

Additional Information

e Access Levels: Select the access level to which all created users will be assigned. This option is
only available when “Create 1 user per card” option is selected.

¢ Floor Levels: Select the floor level to which all created users will be assigned. This option is only
available when “Create 1 user per card” option is selected.

¢ User: Select the user to which all created cards will be assigned. This option is only available when
“Assign Cards to Existing User” option is selected.

CARD ENROLLMENT
This option allows to add one or multiples cards sequentially through the selected door reader.

To use the card enrollment feature:

1.Select the “Listen for New Cards on Reader” check box to enable this feature.
2.Select a card reader from the list.

3.Present, one by one, the new cards to be added to the system.

4.For each card presented, a card properties window pops up.

5.For each card, set its name and configure the other parameters as required. See “Adding a Card” on
page 26 for more information. Each added card has the following settings by default:

e Enabled

e Not assigned

¢ No expiry date

e Card number and format automatically set

6.Click on Save to complete the addition of the card.

The card enrollment mode ends when no new card is presented for 5 minutes or when the “Listen for
New Cards on Reader” check box is cleared.
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HOLIDAYS

Holidays define which days in a year are considered as exception. Holidays can be included or excluded from a
schedule (refer to “Holidays Tab” on page 38). The holiday is defined by selecting both the start date and time,
then the duration. The holiday can be configured to repeat every year. The holiday can be configured to be the
same day of the week based on the week the holiday occurs (for example, the first Monday of September).

From the Dashboard tab, click on the Holidays icon. From this page, holidays may be added, edited and

deleted.

Holidays

(Add ] ( Properties ) ( Delete ) ( Print N ) (F:'.-::’

)

Enabled | Display Name | ID | Date Start Time | Duration | Synchronization State
] Mew Year 1 | Occurs on 2011-01-01, repeats every year. | 00:00 01:00:00 | Synchronized
] Christmas 2 | Occurs on 2010-12-25, repeats every year. | 00:00 01:00:00 | Synchronized
By default the following holidays are defined:
e New Year
3 T
.”g\*\. Holiday Properties I
|5 Enabled :l Nute-sw
~General Information r Notes
Display Mame: |MNew Year
 Holiday Properties
(» Day: :l | 1 H of f'JEmuarj.’v )
( Relative Day: ) (F rst )(Sun:la;- )(JEIL ary )
Start Time:| 00:00 B
Duration (DD:HH:MMK) | 1.00:00 €]
li QOccurs on Year :] | 2011 ,
Ccours on 2011-01-01, repeats every year,
{ -~ 1} { - . %
¢ Christmas
n"ﬁ-\\ Holiday Properties -
(& Enabled ) Notes
r General Information r Notes

cdvi.com

Display Marmne: Christmasi
~Holiday Properties

of

(- Day: ) | 25 H ( December~ )
IS -

l Relative Day: ) li Fourth ) ( Sunday ) C December )

Start Time: | 00:00 ]

Duration (DD:HH:MM) | 1.00:00 @&

s =
% Oceurs on Year ) | 2010

®  Occurs Yearly )

Cceurs on 2010-12-25, repeats every year.

e v
Save [ Cancel )
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ADDING A HOLIDAY

From the Dashboard tab, click on the Holiday icon and click on the Add button.

.’lﬁ-\‘x Holiday Properties

C Enabled

i

 Motes

~General Information

Display Mame: |

)rf Notes |

- Holiday Properties

(e Dy )| [ of

(M ay™

( Relative Day: ( Fourth )

T
A

Sunday )Lir1 )

o | B

Start Time: | 00:00
Duration (DD:HH:MM)| 1.00:00 5

g E—
{ Dccurson\‘ear) 02

(o Occurs Yearly )

Oceurs on 2021-05-25, repeats every year.

P i Fs

General Information

+ Enabled: When selected, activates the usage of the holiday.

* Display Name: Identifies the holiday throughout the ATRIUM software. We recommend using a
name that is representative of the holiday.

e Day: Enter the date of the holiday (day and month)

* Relative Day: Enable “Relative Day” if the holiday occurs always the same day of the week.
Select the day of the week the holiday occurs. The date entered in the Date field will be used to
automatically adjust the holiday date based on which day the holiday occurs. For example if the
holiday occurs on the third Monday of May, the date will be adjusted to respect these criteria.

e Start Time: Enter the time the holiday starts (hh:mm).
e Duration (dd:hh:mm): Enter the duration of the holiday (dd:hh:mm).
e Occurs on Year: When selected, the holiday will be effective in the year specifically chosen.

¢ Occurs Yearly: When selected, repeats the holiday every year.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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MODIFYING A HOLIDAY

Select a holiday from the list and click on the Properties button. See “Adding a Holiday” on page 33 for
more information.

DELETING A HOLIDAY

To delete an existing holiday, select the holiday from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.
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SCHEDULES

A schedule can be used to unlock doors, control access to areas, and much more. Schedules play an important
role in the operation of many ATRIUM functions and are widely used throughout the software (see “Where
Schedules Can be Used” below). A schedule is made up of time periods which determine when that schedule
will be valid. Each period in a schedule specifies the days and times the schedule will be valid.

From the Dashboard tab, click on the Schedules icon. From this page, schedules may be added, edited, and

deleted.

[ Schedules |

(o) Crropeses J o ) Com [ I oo )

Display Name 0 | Intervals
| Schedule Mever 1

achedule Alvays i Sanburchay 1, from DRNEND (o DOXDCH

Schedule Prograsmming 3 Saturday 1, from 000000 to 00000k Sunday 1, fram 000000 to 000000 Morday 1, froen 000000 to 000000 Tusesday 1, from 00:00:00 ta 000000 Wednese
9 ta 5 - Monday to Friday 5 Manday 1, frem 00000 to 170000 Tuesday 1, from D900:00 to 17:00:00 Wednesday 1, from 090000 to 1 7:00:00; Thursday 1, frem 090000 to 170000 Frids
Gto 5 - Weekend -] Sunday 1, from O90000 to 1700:00; Saturday 1, from 050000 to 170000

By default several schedules are defined. The Never and Always schedules cannot be modified or deleted.

e Always: This schedule is valid 24 hours a day, 365 days per year including any programmed

holidays.

e Never: This schedule is invalid at all times.

The other pre-defined schedules are not described here. Use the Properties button to see the
parameters of each schedule and to adapt the schedule to your own needs if required.

Where Schedules Can be Used

USED IN AFFECTS REFER TO

Access Levels Areas access “Access Levels” on page 44

Door Unlock Schedule “Schedule” on page 50
Door

REX Unlock Schedule “Unlock Options” on page 48
Macro Macro Schedule “Macros” on page 96
Elevator Integration Floor Schedule “Floor Levels” on page 140
Relays Relay Schedule “Relays” on page page 57
Emails Email Notification Schedule “Emails” on page 102

cdvi.com

35



CDV' ATRIUM SOFTWARE EN

Security to Access Version 7.2

36

ADDING A SCHEDULE
From the Dashboard tab, click on the Schedules icon and then on the Add button.

2 Schedule Properties —
General Informatian Hodd -“]"' Hotes |
Dypilay Hamer |
|::_.: Erabled '} | Monih 19 August 2078 - 19 AUt 2008 | = = | »
Star? Date: J018-08-12 n; 19 Sunday _EJ Mandiy i!i Tusessdary _22 Wedneiday 23 Thursday 24 Friday 25 Saturday
yoke Length {ray) T L
Y
00
00
200
B0
e
2100
Couble-dick calendar grid to add a time period.
Zoom -~ :
I{ =) Go o Seart Date )
[ Seve } | Canel i

General Information

o Display Name: Identifies the schedule throughout the ATRIUM software. We recommend using a
name that is representative of the schedule.

o Enabled: When selected, activates the schedule.

e Start Date: Enter an initiating date for this schedule (yyyy:mm:dd) or select a date using the
calendar icon next to the Start Date field. The schedule starts at the date specified.

¢ Cycle Length (days): The schedule is repeated after the number of days specified. The Schedule
tab displays up to 7 days at once. If the schedule is based on more than 7 days, use the right/left
scrolling arrows located at the top right of the window to access the other days.
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Schedule Tab
The schedule tab allows to set the time period(s) per day.

j'-- kht-dule\[f Hnlidly:\[’ Nntu-‘|

Waek. ||  Month | 19 August 2016 - 19 August 2018 | + | = | » |

19 Sunday 20 Monday |?:1 Tuesday 22 Weadnesday 23 Thursday 24 Friclay 25 Saiurday
000

000

8:00

18:00

Double-click calendar grid to add a time period.

[E:MXJ] (Con)

Week button: Displays a week-based view.

Month button: Displays a month-based view.

Zoom '+ and “'-"' buttons: Increase and decrease the calendar grid granularity. The granularity
goes from 5 minute to 1 hour increments. The Zoom buttons are only available in the Week view.

Go to Start Date: Brings the display to the start of the schedule.

To add a time period:
1.Double-click the corresponding day in the calendar grid to add a new time period.
2.Extend the created period to the desired starting and ending times.

3.Proceed with steps 1 and 2 to add additional time periods the same day or to other days.

To delete a time period:
¢ Click on the desired time period and click on X to delete the time period.
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Holidays Tab
Allows to include or exclude holidays to/from the schedule. A schedule with an included holiday will remain
valid. A schedule with an excluded holiday will become invalid for the duration of the holiday.

Holidays must be defined first, refer to “Holidays” for more information.

=

[ scnedute | Holidays | Notes |
~Included Helidays (add to schedule)

Cua) C_ D))

1000

~ Excluded Holidays (remaove from schedule)

1000

Included Holidays and Excluded Holidays
An included holiday adds the holiday period to the regular schedule while an excluded holiday removes the
holiday period from the regular schedule.

e Assign: Select the holidays that should be included/excluded in/from the current schedule and click

on Assign.
¢ Unassign: Select the holiday that should be removed from the list of included/excluded and click

on Unassign.

The choice of including and excluding a specific holiday must be exclusive (not both).

¢ Add: Allows to define and add a new holiday. Click on the Add button to add a new holiday. Refer
to “"Adding a Holiday” on page 33 for more information.

¢ Properties: Allows to edit a holiday. Select a holiday from the list and click on Properties. Refer to
“Adding a Holiday” on page 33 for more information.
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Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

MODIFYING A SCHEDULE

Select a schedule from the list and click on the Properties button. See “Adding a Schedule” on page 36 for
more information.

DELETING A SCHEDULE

To delete an existing schedule, select the schedule from the list and click on the Delete button. A dialogue box
will appear requesting confirmation.
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AREAS

Programming areas determines the different access rooms that will be controlled by the ATRIUM system. Once
defined, an area can be assigned to an access level which can be assigned to one or more users/card holders.

Area are an important concept in the ATRIUM system. Instead of giving access to doors, ATRIUM gives access
to areas. Thus, if a user has access to an area, it will be possible for him to access the area using any door that
directly gives access to that area. This avoids having to configure the access for each door individually for this
user.

The ATRIUM Access Control System differs from all Example of Areas
the other access control system on the market

today. The existing access control system

determines access levels based on a door to

door basis while ATRIUM determines access

levels based on areas delimited by doors. This

new method greatly simplifies the programming

of the system. Since an area (room) can consist 02 - President’s
of many doors, with ATRIUM, you only need to Office
tell the system that a group of user has access
to this room (area) or not and not which door

of this room. In some installations, some rooms
can have 10 or more access points (doors).

With ATRIUM, as soon as you tell the system
that a group of user (access levels) have access
to this room, all the door leading to this room
are added. This is also a great innovation when
adding a new door between two rooms (areas).
Since you have already defined the access levels
based on areas (rooms), when you add a new New door between
door between two existing areas, you do not I Production and Shipping

Cafeteria

03 - Conference Room

04 - Production

H

. Door 10
need to modify any of the access levels. The areas

programming is already done, no need to add
this door to the access level. Adding a door thus
becomes very simple and very efficient.

The ATRIUM system then decides to grant

access, or not, to a door only if the destination

room (area) is accessible to this user (defined

in his access level) within the defined access 06 - Server Room
schedule (also defined in the access level). This

principle is similar to crossing borders between

countries. The country decides if you are allowed

to enter insides its borders or not; the same applies to the ATRIUM access control system which decides if you
are allowed to enter in the room (area) or not based on access levels, access schedules and other conditions.

07 - Accounting

05 - Shipping

Door 7

Loading Dock

From the Dashboard tab, click on the Areas tab. From this page, areas may be added, edited, and deleted.

Show Allw

By default one Area per door is defined.
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CONFIGURING AN AREA

From the Hardware tab, click on the System Overview icon. Under the master controller menu list, select
Areas then click on the Properties button.

- General Information

Display Name: I

b Enabled

P

 Anti-Passback

(o Enabled

Schedule: (S-_'|'|ECLI|E Always

S

- — — ;
k..'_J Anti-Passback Delay (minutes): ) |

- s R
ype: | Soft Anti-Passback

P
Reset Schedule: | Schedule Mever

Validation Mode: li'.,s-ar Localization

£55 Area Properties AA-00-30-8B: A22K [2-Door Controller]

-
Integration ‘]

r Alarm

Events)x Notesw

|

(O

Enabled

r Lockdown

(& Enabled

Armed Status Input: (

Alarm Status Input: (

System Control Output: (

Qutput Type: ( Momentary

Pulse time: [4] :

l/ Save ) l/ Cancel

General Information

o Display Name: Identifies the area throughout the ATRIUM software. We recommend using a name
that is representative of the area.
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Anti-Passback

The anti-passback feature is used to closely monitor user movements and prevent tailgating. Tailgating occurs
when a user enters through a door that was opened with another user’s card.

Two subsequent Entries or two subsequent Exits will cause the system to generate an "Access Denied - Anti-
passback violation” event.

¢ Enabled: When selected, indicates that the anti-passback is active.
e Schedule: Select on which schedule the anti-passback will be operational.

o Anti-passback delay (minutes): Anti-passback delay prevents user from entering the same area
twice during a set time duration. This is useful where there is an exit button or turnstile and no
“Exit reader”. It would prevent a user being able to enter an area and hand their card immediately
to a friend or colleague to also gain entry.

e Type: There are two anti-passback, soft and hard. The soft mode will generate an event and access
will be granted, while hard mode will generate an event and the access will be denied.

¢ Reset Schedule: Select on which schedule the anti-passback will reset. Each user that are within
the sector will be given to unknown at the start of each period included in the selected schedule.

o Anti-passback mode: There are two anti-passback modes, “"User Localization” and “User IN/
OUT” mode. "User Localization” mode consists of locating a user in an area of the building at
any time. It is therefore essential to have entry and exit readers on all doors of the building and
to activate anti-passback in "User Localization” mode (default) for each area. “"User IN/OUT”
mode consists of preventing tailgating on the perimeter doors of the building only. It will therefore
be necessary to install an entry and exit reader on all the perimeter doors of the building and
activate "User IN/OUT” mode on all areas leading to the outside of the building. See diagram
below.

¢ Lockdown: When selected, indicates lockdown will be enabled for the area.

The diagram illustrates the
"“"User IN/OUT” mode
scenario. Each building’s
peripheral doors have ENTRY/
Area 1 EXIT readers and area 1 and
(Anti-pmssback 5 are set to “"User IN/OUT”

set to anti-passback mode.
“User IN/OUT”

Area 5 I

) ‘ Door with
(Anti-passback set to
"User IN/OUT" mode) l7 ENTRY/EXIT reader
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Integration Tab

These settings are for the intrusion integration feature and allows each card readers or keypads associated
within the area, to arm and/or disarm an intrusion alarm panel.

These setting will apply only if the “Intrusion (Alarm) Integration” feature has been enabled.
Refer to page 122 on how to activate this feature.

e Enabled: Check to activate this area to arm and disarm the intrusion alarm panel.
e Arm Status Input: Select the input that will be used to monitored the “"Arm Status”
¢ Alarm Status Input:: Select the input that will be used to monitored the “Alarm Status”

¢ System Control Output: Select the relay output that will be used to arm or disarm the intrusion
alarm panel.

e Output Type: Select the relay output type. Typically, momentary output is used for key switch
arming input (Refer to the intrusion alarm panel manual for output options).

e Pulse Time: Enter the relay output pulse delay (in second) that you need for the keyswitch arming
input. Typically, 1 second.

Events Tab

The Events tab lists in real-time the selected area events. Refer to “"Events” on page 66 for more
information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING AN AREA

Select an area from the list and click on the Properties button. See "Adding an Area” on page 40 for more
information.

DELETING AN AREA

To delete an existing area, select the area from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.
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ACCESS LEVELS

Access levels determine which areas in the building a user will have access to and during which schedules. This
is done by enabling the access level and then assigning a schedule to each area.

In order to define access levels, make sure that the schedules and areas are well defined. By default,
there are two schedules defined, always and never, and one area per door is defined.

From the Dashboard tab, click on the Access Levels icon. From this page, access levels may be added, edited,
deleted or do a bulk actions.

" Access Level Management |

@ ( rroperties ) Delete ) (( print I_i

(11 Bulk Actions ) )

Manday to Friday Front and Back| 1 | Smchronized
Access Level Always 2 | Fmchronived
[Acerss Level Programming |3 | Smchroiced
| Weekend Front and Back Docr |4 | Symchrenized
Mever 2 | ¥ymihronized
Out of schedule 6 | Symchronined
(Bhto 1Th 8 | Symchronized

e Access Level Always: This access level has the Schedule Always assigned to all areas meaning

that the access is valid 24 hours a day, 365 days per year including any programmed Holidays. This
access level cannot be modified or deleted.

e Access Level Programming: This access level has the Learning Mode schedule assigned to all
areas meaning that the access is by default valid 24 hours a day, 365 days per year including any
programmed Holidays. This can be modified.

ADDING AN ACCESS LEVEL

From the Dashboard tab, click on the Access Levels tab and click on the Add button.

Access Level Properties ]
e 1 Bl 4 3 _“II
Displey Hame | . | s checkes areas and their sssocisted schedule witl be sdded to the socess bevel once click on Save.
& Enabled ) i Avese ) Apsly st scudhie o dichocked bress I Find 5
c NEECTER| T | G
(Misduke: 00-00-53-59

Frank { Schedule Mever TI_I. o
0020395 o2 (i) ©
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General Information

o Display Name: Identifies the access level throughout the ATRIUM software. We recommend using
a name that is representative of the access level.

e Enabled: When selected, activates the access level.
o Hide/Show Areas: Click to show or hide areas.

Areas Tab

Assign a schedule to each area (doors) to determine which areas in the system a user, having this access
level, will have access to and during which periods. As for example, production employees will have access to
their department between 9 a.m. and 5 p.m. from Monday to Friday. But will not have access to research and
development, marketing or all other departments. An access level can be used for a group of users.

Areas (page 40) and Schedules (page 35) must be defined before creating access levels.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

MODIFYING AN ACCESS LEVEL

Select an access level from the list and click on the Properties button. See “"Adding an Access Level” on page
44 for more information.

DELETING AN ACCESS LEVEL

To delete an existing access level, select the access level from the list and click on the Delete button. A
dialogue box will appear requesting confirmation. The Access Level Always cannot be deleted.

Access Level Bulk Actions

Asvem Ll Mgt |

AL B AVNILY MIW B
e =y T e [ B e Y i I 3l =)

Bulk actions will give you the possibility to assign, unassign, or replace an access level to multiple
users at the same time. Select an access level to display all users with that access level. Then apply
the desired action to all users selected.

cdvi.com

45



CDV' ATRIUM SOFTWARE EN

Version 7.2

Securily to Access

46

OPERATOR PROGRAMMING RIGHTS

Operator programming rights determine which access levels a user with “"Operator” rights will have access to
create users and cards. This is done by creating a group of access levels.

/l\ In order to define operator programming rights, you must first create access Levels.
-

From the Dashboard tab, click on the Operator Programming Rights icon. From this page, operator
programming rights may be added, edited, and deleted.

| i Dashbonrd | Hardware  Advanced Configuration  Accounts

| B = H § #$ AMNEH(DE T & OL &

Users Cards || Holideys Schedulies Aress  Acoess Levels Operator Progrsmming Rights || Doors Releys inputs  Quiputs || Cabs - Flooes  Floor Levels || Configumation || Events Reports || English

|| Credensisk hivets Cunfiguration J Cantrul Cabse Loghainim || Monitorng | |Largiages
. Uperatar Programming Rights |
(68 ) Crromees ) Cowee I )

ADDING AN OPERATOR PROGRAMMING RIGHTS
From the Dashboard tab, click on the Operator Programming Rights tab and click on the Add button.

,ﬁ\ Operator Programming Right Properties -
General Information (J Access Le\rele Notesj
[ Display Name:” l _ Access Level
[ Assign i[ Unassign ) [ Add i[ Properties )
=
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General Information

* Display Name: Identifies the access level throughout the ATRIUM software. We recommend using
a name that is representative of the access level.

Access Levels Tab

Assign access levels to which the operator will have access to create users and cards.

Access levels (page 44) must be defined first.

Assign: Click on the Assign button and select the access level(s) to be assigned to the user. For
information, refer to “Access Levels” on page 44. If two or more access levels are assigned

to a user, access is granted as long as one of the defined access levels is valid when the card is
presented.

¢ Unassign: Select an access level from the list and click on the Unassign button to revoke this
access level for the user.

¢ Add: Allows to define a new access level. Click on the Add & Assign button to add a new access
level. Refer to "Adding an Access Level” for more information.

¢ Properties: Allows to edit an access level. Refer to "Adding an Access Level” on page 44 for
more information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING AN OPERATOR PROGRAMMING RIGHTS

Select an operator programming rights from the list and click on the Properties button. See “Adding an
Operator programming rights” on page 46 for more information.

DELETING AN OPERATOR PROGRAMMING RIGHTS

To delete an existing operator programming rights, select the operator programming rights from the list and
click on the Delete button. A dialogue box will appear requesting confirmation.
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DOORS

The term door refers to any access point controlled by a reader and/or keypad such as a door, turnstile, gate,
and wireless or wired door handles. To control entry and exit through an access point (door), a reader and/or
keypad can be used on both sides of the door.

The use of door contacts on all controlled doors is recommended, as they greatly improve the level of security
provided by an access control system. Many of the door’s programmable options can only be used if a door
contact is installed.

Each 2-Door controller supports two readers and up to four 2-Door Expansion Modules, which provide an
additional 2 doors each. Therefore, each controller can monitor the state of up to 10 doors.

From the Dashboard tab, click on the Doors icon. All Atrium controller, subcontroller and expander doors are
listed here. Use the Legend to quickly identify the door status.

To access doors per controller, subcontroller or expander, refer to "System Overview” on page 72.

ir-3 2z - COWI Dama - a o
| s | Desnbcard | Hardware  Advacted Configuration  Acesuntz
|

Q@D EH § B WNEH(DE I 8 OF &

Users. Cordy || Molicleyr Schedules  Aress Acoess Levels Opersbor Programming Fights| | Deon Relsys Inputs Outputs | Cabs  Fipor Foor Levels || Combgurstion | Bwenty Feperty || Enginh

(= et Confiuration Al Cowticd I Cabn || hockshiwen- || Monhomng || Language|

o Danis

{_properees ) { Grant dceess | ) ( Disbie tocems | ) ( pome | ) (- ) (Srowan =) [ Fatreshstanas )
|Rackbose |1 [Ad-ooasss [ = [ ] B schediebieer [fnck ser nck [EERAO00REE Rnarhar Biot 1] |
PedOffice |2 |AA-DO-02-F0 A - f  |5cheduis Never | PauiTfice Paul Dffice Paul Office [K1-B 1005134 Resdes Port 2] |
SCHOO0=0T |1 [Ad00-03.08 |*-E; = £l | Sehecus Mever [S0H DOORLOCK 01 | Door 01 Consact SCH READER 07
| Frond Entrance 1 | AA-D0-30-88 li =] B |Seheskie Mever [ Frant Entrance Frant Entrance Frant Entrance [K2-B200039F Reader Port 1]
i 3 |An-00-30-88 [ [ [T o K1 -

s
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r o ; Unlocked by i Unlocked for s : :

|| Coosed (g Pre-dlaem Lﬂmﬂ. E@ ; h: _mwam ﬂmdﬂnmw
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NAME DESCRIPTION
| Closed Indicates that the door is closed.
f. Open Indicates that the door is opened.
B Indicates that the door has been opened for too long. This state
( r Pre-Alarm lasts until either the door is closed, returning its status to Closed,

or the Open Too Long alarm expires, changing the door’s status to
In Alarm/Forced.

In Alarm/Forced

Indicates that the door is forced open or was left opened too long.

Lock Status

Locked

Indicates that the door is locked following its programmed
parameters.

Locked by Operator

Indicates that the door has been manually locked by the operator.

mal_2E=E

Unlocked

Indicates the door is unlocked following its programmed
parameters.

Unlocked by Operator

Indicates that the door is manually unlocked by the operator.

Ul o

Unlocked for Access

Indicates that the door is unlocked following a valid access event.

g
Qi

Unlocked by schedule

Indicates that the door is unlocked following a schedule.

&)
@

Time-Delayed unlocked

Indicates that the door will begin unlocking time after a pre-
established delay.

Access Status

Access Disabled

Access to the door has been manually de-activated by the operator.

Il

Access Enabled

Access to the door is allowed following its programmed parameters.

Indicates that the ATRIUM software is not able to retrieve the

ﬁ Trouble status of an expander’s door contact because the module is
probably turned off.
Indicates that either the module is not synchronized or the module
?i Unknown has an older firmware version that is not compatible with the

ATRIUM software.

Lockdown
Status

Lockdown Enabled

Indicates that the door will remain locked following the activation of
a “Lockdown”.

Door is in Lockdown

Indicates that the door is in “Lockdown”.
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MODIFYING A DOOR

From the Dashboard tab, click on the Doors icon, then select a door in the list and click on the Properties

button. Configureable options in the Door Properties are listed below.

Doar Properties 00.00-59.59: Cantrolier (Frant & Back Door)

General Information
DChgplay Name: Front Door

{_ CopyHame to 20} (B Erakled )
Schedule - - -
Urlek Sehedule: (| Scheduile Never =J.)
{(m] Urisekt o Frtt deoetiFeat Man bn ]

ek e
f\- MT E'“HT "ﬂﬂ‘[
Side A Side B
Ardl
{_Frent (00-00-59-53) TI_‘!
‘W, . Contactinput
*- hmtim-tﬂ-ﬁ'bﬂ - I_ i
k& REX:
a Front (00-00-55-59)___ ~ | )
Resden
{ Frm:‘w-w-ﬂﬂ-ﬁ L] B ;|

o

Basic and Advanced View
General Information

+ Display Name: Identifies the door throughout the ATRIUM software. We recommend using a name

that is representative of the door.

e Copy Name to All: Automatically copies the "Door Display” name to the door components

(Contact, Rex, Reader & Lock)

e Enabled: When selected, activates the usage of this door.

Schedule

¢ Unlock Schedule: Select the schedule during which the door will automatically unlock. For

example, you may want a door to remain unlocked from 9 a.m. to 5 p.m. Monday to Friday. To do
so, create the appropriate schedule and select it from the Unlock Schedule drop-down list. Refer to

“Schedules” on page 35 for more information.

cdvi.com



ATRIUM SOFTWARE

Version 7.2

@covi

Security to Access

¢ Unlocks on First Access/First Man In: Select the Unlocks on First Access/First Man In check box
to prevent the door from unlocking automatically until the first user with valid access presents his

card at the door.

Advanced View Only

. Door Properties AA-DO-82.FO: A2IK [2-Dovr Controbies] IBEEE e
- Giemel Inf (7 Conligaation | Everts | Hotes |
Desplary Mok [2200-00.70 Doce 01 5 T =
L 00 UL o Exterior Area: s Interior Area:
T Eatia 3 :
(s i) / ( I 3 {(AA-DO-029%5: Ares Do 01 AACO0R IO = |- )

pimeeaiTey ) DoorComtede i

gt o {(Door 01 Contact 000050117 | )
(5] Utk n Frit Acceas/Frit Man s ) =
- Entry Beader: qI. Eait Reader:

- Optticm oteiad B T = m_,} o "J_ -
(o Baigcis On Door Open b I Fmader 01 04-00-08-28- 1) ' = =J
(a8 Ficniz
: Lol / REX: REX:

@ Can B Left Open 3 { -3 |‘J {roor 01 Rex (AA-G0-80-F0-2) g
([ Dinslin Sorpe J REX Schedule = AIH Schacdle

(& Logidomr Enabied b { =1=) { Schedule Atwapn -}
|[“ Frme-Dulgeed Uniak j

Upddite User Limition O

Ic icses Geantecd }

{ Do Qe b

Timing | [ Vetock Dptioss — ——| | puntass Options — -~
Linkack Teme fuotonsi) 2 22 | | (o wed drypad Gode = ([ Card o0 Kaypad Code -]

Tatenged Uniock josconsnl = Btive Schechin | Schedils Ay = [;} '-z__ chk e A, ] j:'
Cipen Tot Lomg Pre- A= |spcsea) &y = WA EREX O REX Even W Doew Opin
Oipen Lo Long Al {escnch] ™ e T G :— rihirieck
Tirmg-Ooptayedl Uniock POINRELEE | (00001 |8 O aedsck L0 Tovm M Rlude {chaerone]

Acces Mo || O s e Pk iihaparomed O Cocnts

[{m.m.- 3| | O come
IoerTaie Mioxde - Resdes Port | (Camens = Tamara -

R Pentccnd [AEERSE) | e = I'.J setect. || = iy
[ 3} = .
| Viden dhg on eeniin !’_:J Ve dhep o0 EvEmtis] L—J '
==

Options

¢ Relocks on Door Open: Select the Relocks On Door Open check box to relock the door as soon
as it opens. When the check box is cleared, the system relocks the door when the unlock time has
elapsed (see Unlock Time).

¢ Relocks on Door Close: Select the Relocks On Door Close check box to relock the door as soon as

the door closes.

e Can be Left Open: Select the Can be Left Open check box to allow a door to stay open without
generating a door open too long alarm.

e Double Swipe: Select the Dual Badge check box to relock the door during its unlock time
(including on an unlock schedule) or to arm a burglar alarm system (see page 122 for alarm
integration). The "Unlock on First Access/First Man In” option must be activated for “Dual Badge” to

function.

¢ Lockdown Enabled: When selected, the lockdown feature will be enabled for the door.

e Time-Delayed Unlock: When selected, it will add a delay, establish below, before unlock time

begins.
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Update User Location On...

Timing

e Access Granted: Select the Access Granted check box to update the user’s location upon an access

granted.

Door Open: Select the Door Open (Contact) check box to update the user’s location upon a door
opening. To use this option, a door contact must be installed on the selected door.

Unlock Time (seconds): Enter a value between 1 and 254 seconds (Default: 5 seconds).
Represents the amount of time the door will remain unlocked when an access granted or unlock
event is generated at the door.

Extended Unlock (seconds): When a user is granted access, the controller will unlock the door
for the period defined by the Unlock Time. However, if the user has been programmed with the
extended time allowed (see user Allow Extended Time on page 18), the controller will unlock the
door for the duration of the Unlock Time in addition to the value programmed in the Extended Time.
In the Extended access text field, type a value between 1 and 254 seconds (Default: 15 seconds).
This option is particularly useful for individuals that may require more time to access the door.

Open Too Long Pre-Alarm (seconds): Before generating an Open too long event, the controller
can be programmed to generate a pre-alarm as a warning of the upcoming alarm. Enter a value
between 1 and 254 seconds (Default: 45 seconds) that represents the amount of time a door can
remain open after an access granted or door unlock event before generating a door left open event.

Open Too Long Alarm (seconds): Enter a value between 1 and 254 seconds (Default: 15
seconds) that added with the Open Too Long Pre-Alarm value represents the amount of time a door
can remain open after an Access Granted or Door Unlock event before generating a Door Open Too
Long event (see example on page 53).

Time-Delayed Unlock (HH:MM:SS): Enter a value in hours, minutes and seconds. Represents the
delay before unlock time begins.
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Door is still open

After 60 seconds, the

Door is opened after 45 seconds door has never closed
—— —— ——|
— o — 0 — of
| | |

| | | | || L
0 sec. 45 sec. 60 sec.
Generate Generate Generate
“Door Unlocked for Acces” “Door Pre-Alarm” “Door Alarm”
event event event
Open Too Long Pre-Alarm Time Open Too Long Alarm Time
(45 seconds) (15 seconds)
Pulse Beep Steady Beep
Starts Here Starts Here

Access Mode

Access Modes provide additional ways to secure access when using wireless and wired electronic door handles.

Classroom mode does not require an electronic door handle.

The Interior Push Button (IPB) and door handle allow egress in any of these door modes.

e Normal: This is the default access mode. The door is always locked and can be unlocked by a valid
credential for the duration of its unlock time (five seconds by default).

e Classroom/Store Room: A valid credential presented to the outside reader toggles the lock status

to locked or unlocked.

e Privacy: Pressing the Inside Push Button (IPB) disables credential access. Opening the door or

pressing the IPB a second time enables credential access.

e Apartment: The Interior Push Button (IPB) toggles the lock status to locked or unlocked. Opening
the door toggles the door status to unlocked. While unlocked, the door can be locked again by
closing the door first, then pressing the IPB or by presenting a valid credential to the outside reader.

Access with a valid credential is always allowed.
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Interface Mode - Reader Port 1 or 2

Reader port interface mode is the communication protocol that is established with the reader. The options
included are: KRYPTO (AES256) high security, Wiegand and all available OSDP modes. By default, it is set to

Auto-Detect KRYPTO or Wiegand.

The selected communication protocol is permanently displayed in the door properties window. Click

on “Edit Interface Mode” to modify it.

g& Interface Mode

LX)

Reader 2: (" KRYPTO Protocol (AES256)

-

Auto-Detect KRYPTO/Wiegand (Default)

KRYPTO Protocol (AES256)

OSDP (AES128)

- 9600 BPS
OSDP (AES128) -
OSDP (AES128) -
OSDP (AES128) -
OSDP (AES128) -
Wiegand (Mo encryption)

19200 BPS
38400 BPS
57600 BPS
115200 BPS

Configuration Tab - Exterior Area and Interior Area

Allows to define the options for devices on both sides of the door: Side A and Side B.

Exterior/Interior Area: Select the area from the list for each side of the door. Leave the field empty
if the side of the door is outside the building.

Door Contact: Select the door’s contact from the list.

Entry/Exit Reader: If there is a reader associated with this side of the door, select the door from the

list, otherwise leave the field empty.

REX: If there is a REX associated with this side of the door, select the REX from the list, otherwise

leave the field empty.

REX Schedule: Allows to select the schedule that will specify when the REX can be used.
Inside Push Button (IPB): Select the input being used for your IPB here.
Deadbolt: Select the input being used to monitor the deadbolt here. If the input is selected, the

outside reader will be disabled when the deadbolt is locked. When the deadbolt is unlocked, the

outside reader is enabled.

The «Inside Push Button (IPB)>» and «Deabolt>» features only appear when the Access Mode
is either in Classroom / Store Room, Privacy or in Apartment mode. See page 51 for the different

descriptions of Access Mode.

Lock: Select the door’s lock from the list.
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Unlock Options

Disable: Access with a card or keypad code will be denied. Only door commands from the software
or web page will be allowed.

Card Only: You must use a card ONLY to unlock the door.

Keypad Code Only: You must use a keypad code ONLY to unlock the door.

Card or Keypad Code Only: You can use a card OR a keypad code to unlock the door.
Card and Keypad Code Only: You must use a card AND a keypad code to unlock the door.

Active Schedule: This option is only available when “Card and keypad code” is selected. The “Card
and keypad code” option is active during the chosen schedule, by default "Schedule Always”. The
“Card and keypad code” option becomes “Card or keypad code” outside of the schedule.

REX: When selected, unlocks the door when the controller receives a valid Request for Exit (the
door must be closed and locked when the option “REX even if Door Open” is not selected).

REX even if Door Open: When selected, unlocks the door regardless of its current status (i.e.
Door forced, Door open too long, etc.) when receiving a valid request for exit (REX).

Interlock On This Side: When selected, it activate interlock mode. This feature allows you to
set up the doors, within the same area, for use with Interlock (Mantrap) applications. A “mantrap”
consists of two or many doors, each controlled by a card reader and/or keypad. When one of the
doors is open or unlock, it is impossible to open the other door until all interlock doors are closed.
An input is required if the door will be used in a "“mantrap” configuration.

Two Man Rule (chaperone): When selected, two different users will have to present their cards
one after the other, within 10 secondes, to unlock the door.

Counter: When selected, the door will count down the uses of a card or keypad code.

Camera

Select: Select the door’s camera from the list.

Video clip on event(s): Select the camera event(s) from the list to be recorded.

Events Tab

The Events tab lists in real-time the events associated to this door. Refer to Events on page 66 for more
information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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The following buttons change the state of a door. These changes override the normal scheduled state.
To cancel the override command, click on the Reset button.

DOOR CONTROL BUTTON

The following button allows to manually control the access to this door.

Reset Doors

Cancel.s the operatorsf override door control, ( Trimie ) ( Grant Access H} ( Dicable Access | )
returning the door to its current scheduled state. e
Active | Display| ( Recet ) erial # | Status | Lock Status
B |00-00-0 OF g I_ll
Lock ( Lock ) —
& |00-00-0 “PF 3
Manually locks the selected door if it was unlocked i Unlock :l -
) = |00-00-0f \. iz BT i
either on schedule, manually or by an operator. o =
o (00000 GrantAccess )BT 2
Unlock li Grant Extended Access j
g|1/8

Manually unlocks the selected door, overriding its
scheduled state. The door will remain unlocked permanently. Use the reset button to enable schedule settings.

Grant Access
Manually unlocks the selected door temporarily for the period specified by the door’s Unlock Time.

Grant Extended Access

Manually unlocks the selected door for the period corresponding to the addition of the door’s Unlock Time and
Extended Timeperiods.

DOOR ACCESS BUTTON

Allows to manually activate or deactivate the access to this door.

Disable Access

Manually revokes the access to this door by
disabling its readers and REX devices. Doors

( Properties ) ( Grant Access H _} ( Disable Access NL}

Enable Access Active | Display Name DI M8| (" Dicable Access ) Lock Status |

Manually returns the door to its programmed m |00-00-04-0F: Door 071 (1 |00-( : |j|
Enable &

parameters. = | 00-00-04-0F: Door 022 | 00-{ “—emmmees A
il J I_l
A 00-00-04-0F: Door 022 |00-00-05-37 IEl
-00-04-0F: -00-05- fail
A 00-00-04-0F: Door 04 |4 | 00-00-05-37 l_l
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RELAYS

Typically, relays are used to activate alarm sounders or other devices such as lighting control units and air
conditioners. Relays are controlled using macros. For example, a relay can be activated by a macro when the
trigger event occurs whithin the schedule (refer to “Macros” on page 96).

The controller includes two relay outputs.

From the Dashboard tab, click on the Relays icon. From this page, relays may be edited, manual control may
be applied and live status may be displayed.

Relays |

Ii Properties J |: .a.r:wn-.rJ l: st 1 I::._I bﬂm‘_uma.) |:_. "I | Sk All -] Ilr Ffreth St ]
| Dvaciay Marne | 10| Module Seral # | Saamus | Reverced Lagic | Mode Used | ' '
Helay 01 1 | AA-DOO2-FD (= a

Relpy 02 - AA-D0-(2-FO O d

Pelary 011 1 |AA-00-D3-0F o

Helay 02 - AR-D0-0-0F 3 |
Relay 01 1 |AA-00-30-88 o |

Raelry 02 2 |AA-00-30-8R C a

8|1

Relays are only used with macros, refer to “Macros” on page 96 for more information.

Legend
ICON ‘ NAME ‘ DESCRIPTION
| Inactive Indicates that the relay is not activated.
.. Enable Indicates that the relay is activated.
) o The relay has been activated for a set time period and will deactivate when

| ' Timed Activation . .

L the period expires.

2 Unknown Indicates that either the module is not synchronized or the module has an older

2 firmware version that is not compatible with the ATRIUM software.

MODIFYING A RELAY

Select a relay from the list and click on the Properties button.

2% Relay Properties AA-00-02-F0: A22K [2-Door Controller] =X

—Genear ation " ]
General Informatio Motes

Display Name: [Relay D1| Motes
(& Enabled

Ly

—y

(D Reversed Loaic

General Information

+ Display Name: Identifies the relay throughout the ATRIUM software. We recommend using a name
that is representative of the usage of this relay.

e Enabled: When selected, enables the usage of this relay.

* Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or vice-versa. Refer to Jumper Settings from the module instruction manual for more
information on N.C. and N.O.
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A relay can be set through one of two available modes:
Follow Mode

The relay will activate and remain activated when the status of the selected type is in alarm (input in alarm)
or active (output or schedule).When the input alarm, output status changes or the schedule expires, the relay
deactivates automatically.

Follow Maode

Type: (A
@ Event: ( = ;
Entit}l: (é_‘)

- Select one type, one event, and one entity from the list

Action Mode

In Action Mode, a seperate action can be programmed to activate and/or deactivate the relay.

Action Mode
Relay Activation
Type: )
Event: [: = ]:
Ir|'.|::,':[: = | )
O 0000400
@ Latch Mode
Reielayy D tivvation
Typi { ':1
Event ( ']
Entity: ('_ bl I_J

- Relay Activation: Select the type, event and entity from the list that will activate the relay.
- Timed: When selected, a timer can be set for the relay by entering the desired time (hh:mm:ss)

- Relay Deactivation: Select the type, event and entity from the list that will deactivate the relay.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.
Cancel Button

Use the cancel button to ignore changes.

RESET

Cancels the operator’s override relay control, returning the relay to its current scheduled or event state.

ACTIVATE

Manually activates the relay, overriding its current scheduled or event state.
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INPUTS

Typically, the inputs are used to monitor the status of door contacts and request for exit devices installed on the
controlled door. Inputs can activate relays reader outputs or the bell outputs through the use of macros.

Each ATRIUM controller has 6 inputs. 4 are dedicated, 2 per door, one input for the door contact and one for the

request to exit. In addition, 2 general purpose inputs are included with the ATRIUM controller.

Additional general-purpose inputs cans be added with the AIOM Input/Output modules. Each AIOM module
provides 10 additional inputs and outputs. Up to 100 inputs and outputs can be monitored by one ATRIUM

controller

All inputs of the ATRIUM access control system including the ATRIUM controller and all door expanders
are listed. To access Inputs per ATRIUM controller or door expander, refer to “"System Overview” on
page 72.

From the Dashboard tab, click on the Inputs tab. From this page, inputs may be edited and live status may be

displayed.

Inputs
( Properties ) (L'_J Show Status ) ( ) ( Show All v) Refresh Status h
Hardware | Display Name | ID | Module Serial # Status | Connection Method | Normally Open | Input Response Time | Input Restore Time
1 Back 1 | AA-00-02-FO ) Single O 100 100
REX1 Back 2 | AA-00-02-FO "' Single O 100 100
c2 Paul Office 3 | AA-00-02-FO ) Single O 100 100
REX2 Paul Office 4 | AA-00-02-FO "' Single O 100 100
Z1 Input 01 5 | AA-00-02-FO "' Single O 100 100
Z2 Input 02 6 | AA-00-02-FO "' Single O 100 100
Cci Door 01 Cantact |1 | AA-00-03-0F ) Single O 100 100
REX1 Door 01 Rex 2 | AA-00-03-0F "' Single O 100 100
c2 Door 02 Contact | 3 | AA-00-03-0F @ Single O 100 100
REX2 Door 02 Rex 4 | AA-00-03-0F "' Single O 100 100
Z1 Input 01 5 | AA-00-03-0F "' Single O 100 100
i
(= Legend
() Nermal tﬂ Trauble
"" Active 7 Unknown
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MODIFYING AN INPUT

From the Dashboard tab, click on the Inputs icon, select an input from the list and click on the Properties
button.

R —E— |
a".é\‘\ Input Properties 12-34-56-78: A22 [2-Door Controller] ———
~ General Information f—wf'ﬁ

c1 MNotes
Connection Method (Single v) .
~ Options
Cc1 GMND Display Name: | Door 01 Contact
| (= Enabled
(D Mormally Open )
N PR (=]
Door 01 Contact Input Response Time (ms): ﬂ
H Input Restore Time (ms): =

Input Tab
(A second input tab will appear when using any of the zone doubling connection methods)

Options

o Display Name: Identifies the input throughout the ATRIUM software. We recommend using a name
that is representative of the input.

e Enabled: When selected, activates the input.

¢ Normally Open: Select this function if you are using a “Normally Open” devices on the input. By
default, the inputs are ready for “Normally Closed” devices.

¢ Input Response Time (ms): This delay defines how quickly the controller will respond to the
trigger of an opening input. This prevents any momentary glitch from causing unnecessary alarms.
If the input remains triggered for the defined time delay, the controller will react according to its
programming. The default value is 100ms. Type a value from 0 to 3 600 000 ms (1 hour).

e Input Restore Time (ms): This delay defines how quickly the controller will respond to the trigger
of a closing input. This prevents any momentary glitch from causing unnecessary zone closure. If
the input remains closed for the defined time delay, the controller will consider the inputs as being
closed. The default value is 100ms. Type a value from 0 to 3 600 000 ms (1 hour).

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that
you keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.
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EXAMPLES OF INPUT CONNECTION METHODS

Single (1 Detection Device per Input)

When using this method, only one device is detected by the input. Normally open or normally closed
devices can be used. Normally closed circuit shown below.

Here are the different options for a single input configuration:

Single Single with short circuit (EOL)
supervision
C1 GND C1 GND
| EOL
an p

Input 1

N

SHORT CIRCUIT supervision: No
WIRE CUT supervision: No
(Factory Default)

Single with wire cut
supervision

C1 GND

Input 1

N

T T

1K

SHORT CIRCUIT supervision: No
WIRE CUT supervision: Yes

1K

Input 1
N
I

SHORT CIRCUIT supervision: Yes
WIRE CUT supervision: No

Single with wire cut and
short circuit (EOL) supervision

C1 GND
| EOL
SiImp
1K
Input 1
N
I
1D
1K

SHORT CIRCUIT supervision: Yes
WIRE CUT supervision: Yes
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Doubled (2 Detection Devices per Input)

When using this method, two devices are detected by the input. Normally open or normally closed
devices can be used. Normally closed circuit shown below.

Here are the different options for a double input configuration:

Doubled with wire cut supervision

C1 GND
_dnput1 Input7
N N
; \1\1\ L \1\1\ |
5 ST 5 ST b
! 1K E ! 2.2K E

SHORT CIRCUIT supervision: No
WIRE CUT supervision: Yes

Doubled with wire cut and short circuit (EOL) supervision

C1 GND

”EOLV

|—iiIE|
CMput1 ™ nput7
N N
; \1\1\ L \1\1\ |
—— QI ——11 1=
! 1K E ! 2.2K E

SHORT CIRCUIT supervision: Yes
WIRE CUT supervision: Yes
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SHOW STATUS CHECK BOX

When enabled, displays the live status for a period of 5 minutes.

( Inputs
( Praperties ) (L'_J Show Status ) ( ) ( Show All v) Refresh Status i
Hardware | Display Name | ID [ Madule Serial # Status | Connection Mathod | Normally Open | Input Response Time | Input Restore Time
c1 Back 1 | AA-00-02-FO () |Single O 100 100
REX1 Back 2 | AA-00-02-FO ‘ Single O 100 100
c2 Paul Cffice 3 |AA-00-02-FO @ Single O 100 100
REX2 Paul Office 4 |AA-00-02-FO . Single O 100 100
71 Input 01 5 |AA-00-02-FO ' Single O 100 100
2 Input 02 6 |AA-00-02-FO ' Single O 100 100
c1 Door 01 Contact 1 | AA-00-03-0F ) Single O 100 100
REX1 Coor 01 Rex 2 | AA-00-03-0F ‘ Single O 100 100
2 Door 02 Contact |3 [ AA-00-03-0F ) Single O 100 100
REX2 Door02Rex |4 |AA-00-03-0F . Single O 100 100
71 Input 01 5 |AA-00-03-OF ' Single O 100 100
31
= Legend
| . | Normal &/L Trouble
"' Active 7 Unknown
Legend
ICON ‘ NAME ‘ DESCRIPTION
[ Normal Indicates that the input is normal state, not activated.
“ Active Indicates that the input is activated.
&i Trouble Indicates that the state of the input is WIRE CUT or SHORT CIRCUIT.
G Unknown Indicates that either the module is not synchronized or the module has an
* older firmware version that is not compatible with the ATRIUM application.
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OUTPUTS

By default, the outputs (six per Controller and Expander) are used to control the built-in LEDs and buzzers of
card readers and keypads. For example, a red/green indicator on the reader will inform the user that access
has been granted (changes from red to green), or the reader buzzer will inform the card user that the door has
been left open or the door has been forced open.

Each controller includes six multi-function outputs. Each controller also supports up to four 2-Door Expansion
Modules, which provide an additional 6 outputs each.

All outputs of the ATRIUM access control system, including the ATRIUM controller and all door
expanders, are listed. To access outputs per ATRIUM controller or door expander, refer to “System
Overview”.

From the Dashboard tab, click on Outputs. From this page, outputs may be edited, and manual control may
be applied.

) (showan  +)

3 viodule >erial 4 Reversed Logic | Made Used
Reader 01 Red Light |1 | AA-00-02-FO O O
Reader 01 Green Light |2 | AA-00-02-FO O O
Reader 01 Buzzer 3 | AA-00-02-FO O O
Reader 02 Red Light |4 |AA-00-02-FO O O
Reader 02 Green Light |5 | AA-00-02-FO O O
Reader 02 Buzzer 6 |AA-00-02-FO O O
Cutput 01 7 | AA-00-02-FO O O
Cutput 02 & |AA-00-02-FO O O
Reader 01 Red Light |1 |AA-00-03-0F O O
Reader 01 Green Light |2 | AA-00-03-0F O O
Reader 01 Buzzer 3 | AA-00-03-0F O O
Reader 02 Red Light |4 |AA-00-03-0F O O
Reader 02 Green Light |5 | AA-00-03-0F 0 0
Reader 02 Buzzer 6 |AA-00-03-0F O O
Cutput 01 7 | AA-00-03-0F O O
a4 | 1744

PROPERTIES

Opens the “Properties” window of the selected output.

ACTIVATE

Manually activates the output overriding the activation delay.

RESET

Cancel the override output control, returning the output to its current scheduled or event state.
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MODIFYING AN OUTPUT

From the Dashboard tab, click on the Outputs icon, select an output from the list and click on the Properties
button.

Z7)\ Output Properties A2-20-05-E8: A22 [2-Door Controller] —
General Information ( Notes
Display Name: |Qutput 01| ~Notes
@ Enabled )
(D Reversed Loaic )
Follow Mode
Type: ( ')
@ Event: ( ')
Entit,f:( o | )
)
)
[D
Type: ( )
ant: C D)
[D
l/ Save ) l/ Cancel )

General Information

o Display Name: Identifies the input throughout the ATRIUM software. We recommend using a name
that is representative of the output.

 Enabled: When selected, activates the usage of the output.

¢ Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or N.O. to N.C.

Follow Mode: In Follow Mode, the output will be activated/deactivated by following a preset.
- Select one type (inputs, relays or schedules), one event, and one entity from the list

Action Mode: A seperate action can be programmed to activate and/or deactivate the output.

- Output Activation: Select the type, event and entity from the list that will activate the output
(Timed: when selected, the output will stay activated for the desired time. Output deactivation is

not necessary in that case.)
- Output Deactivation: Select the type, event and entity from the list that will deactivate the output.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.
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EVENTS

Reports each event that occurs in the system in real-time. A specific event can be programmed to perform an
action using the macros (refer to “Macros” on page 96) .

The Events window lists in real-time the events or device status of the ATRIUM system.

From the Dashboard tab, click on the Events tab or drag up the Events tab from the bottom of the page. From
this page, it is possible to view the event’s details.

& Wywmi
(__J{E Drtated Vi ) (B Fites | (15 Sceens [ 0) (18 Secorry |[0) (B bwrn |B) (B trowties [[0) (B Lodown D) (B Doen [0} Torat Eams 13818 € Tobad s 1000 M

iy

i g ATRFS e
ATRANE PC Server Logoed in

003 03111 i\.l."l

i Frog & Puag: 437K [} Do Conteder
20220421 11:55:4% Py & Pl A2 [ Disel et

All events are displayed in real time. Use the "Detailed View” button to filter events by category:
¢ Access: Displays access-related events when this check box is selected.
e Security: Displays security-related events when this check box is selected.

Alarms: Displays alarm-related events when this check box is selected.

Troubles: Displays trouble-related events when this check box is selected.

Lockdown: Displays lockdown-related events when this check box is selected.

Others: Displays all other events when this check box is selected.
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Indicates the provenance of the event.

Event

Type: Indicates the type of device or component.

ID: Indicates which object the event applies to.

Indicates the description of the event.

Display Name: Indicates the name of the device or component.

Module: Indicates which module contains the device or object.

Sequence Number indicates a sequential number given to each event.

Instigator

Indicates the instigator of the event

e Type: Indicates the type of instigator.

e Display Name: Indicates the name of the instigator.

e Module: Indicates which module contains the device or object.

e ID: Indicates which object the event applies to.

EN ATRIUM SOFTWARE @ CDVI
Version 7.2 Security to Access

VIEW DETAILED EVENT INFORMATION

Double-click on an event from the list to view its details.

£\ Event Details —

- Object  Event ~ Instigator
Type: User Login User login - ATRIUM software Type: User
Display Name: Sequence Number: 696 Display Name:
_A2-20-1F-TT: A22 [2- C|A2-20-1F-TT: A22 [2-
Module: Door Controller] Module: Door Caontroller]
ID: 1 ID: 1
Object
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REPORTS

Generate reports for a specific period of time, user, door and/or area. Reports can also be printed and saved.

From the Dashboard tab, click on the Reports tab. From this page reports may be generated, viewed, printed
and saved.

dl Reparrs
Lvgrmy Uper Cusrom Repont
QN & &

Everety | | Areen | [Opersiee || Luen

- Event Parameters ~Revains

Selort Tamplate: | B UETS

Lemplate Mama: Templis bapart I o

T { Ligms v

Ever [ oetoct e <)

T e 15)

M @ gty in et | 10000 B

{ Garsate

GENERATING A REPORT

Event Parameters
Select the criteria that will be used to generate the report.
o Select Template: Select a previously saved report template

o Template Name: Configure your report template according to your needs with the choices below.
Type a name then click save to keep the settings for future printing report.

Start Time and End Time: Select the period for the report by entering the start and end date and
time using the “yyyy:mm:dd hh:mm"” format or select the date and time.

Type: Select one, multiple or all types(s) from the list.

Event: Select one, multiple or all event(s) from the list.

Entity: Select one, multiple or all entity(ies) from the list.

User: Select one, multiple or all user(s) from the list.

e Maximum # events in report: Enter the maximum events allowed in the report. The default
setting is 10000 events.

Generate

Generates the report based on the selected parameters and displays its content in the Results section.
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VIEWING, PRINTING, AND SAVING A REPORT

Results

Displays the generated report and allows navigating through the report, printing and saving the report results.

Navigation Print Save
Regenerate

& Report Viewer — [} »

@ cowvi

Events Report

ATRIUM

201E8-08-21 05646  |Door Locked Door AZF-J0-1F-TT: Dear 01 Daar A2-20-1F-TT Dose 01
20158-058-21 05641 |Dwoor Unlocked Dioor. AZ-20-1F-1T. Doar 01 Lhser. LISER ADMINISTRATOR
20180821 003126 |Door Locked Door AZF-J0-1F-TT: Dear 01 Daar A2-20-1F-TT Dose 01
20180821 P332 |Dwoor Unlocked Door. AZ-20-1F-TT. Doar 01 Ltser. LISER ADMINISTRATOR
20180821 092928 |Door Locked Dioor. AZ2-20-1F-T7. Do 1 Door. A2-20-1F-77. Doge 1
20180821 05:2%2)  |Door Unlocked Dioor: A2-20-1F-TT: Door 01 Liser: LISER ADMINISTRATOR

2018-08-29 092516

Door Locked

Door: A2-20-1F-TT: Daor i1

Door- A2-20-1F-77. Docr M

20180821 0525 1

Dioor Unlocked

Dioor: A2-20-1F-TT: Door 01

Liser: LISER ADMINISTRATOR

20M18-08-21 09 2% 07 |Door Locked Door AZF-J0-1F-TT: Dear 01 Daar A2-20-1F-TT Dose 01
2018-08-21 032502 |Dwor Unlocked Door. AZ-20-1F-TT. Doar 01 Ltser. LISER ADMINISTRATOR
20M5-05-21 02814 |Door Locked Door: AZ-20-1F-TT: Deor 11 Door Ad-20-1F-TT: Dasr 1

Top Control Bar
The regenerate button refreshes the report with new data if available.

The navigation buttons allow respectively to go to the first page, previous page, type a page number, next
page, and last page.

The print button allows to print the report.

The save button allows to save the report on disk.
Acrobat (PDF), CSV, Excel 97-2003, Rich text (RTF), Tiff, Web archive (mhtml), XPS document formats are
supported.

Bottom Control Bar

The bottom control bar allows to zoom in/out the report. Use the arrows, the scroll bar, type a percentage
value, or select a predefined zoom from the list.
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USER CUSTOM REPORT

Generate user custom reports that will automatically include user name and it's assign cards plus four extra
field of your choice. These choices are the most common fields for user as well as all custom fields.

From the Dashboard tab, click on the Reports icon then click on User Custom Report tab. From this page
reports may be generated, viewed, printed and saved.

[ X ]
& Reports -l
Evenls | Lhser Custom Repont
Templeh ~Provice
Sinlrct Tomplate: | User Expired Rpart BT | A e 1 e e
Template Mame:| User Eapired Report l.i Save )
Useerz |20 ul = . .
( I - 7 I RIUM User Expired Report
Fiedd 1
Fiadd Wi ._.:.;_' Aecags Lavel .] U B Gl Fecans Livdd Lozery Dt Lot Astauton Dath
Field 2 0§ Ml M e e Fuvens Lave e a0 R
Fread Vatoe:|_Expiny Date ']
Field 3 ACmaNTS TRATOR USlR Sswarn s Ll Abararyn 2001 -0n-00 0000
Fiadel Ushs: | imasl ]
Chnabis Lnar Liwl el Phescsd 203300014 DOHDD
rFinkd 4
Fieid Valose:|_Artwation Date ']
Dperwd Lhaw Ao Lave Sieayn SEHIF-13 2000 2033-00-14 Q000
{ Generate )
n Pragenan Laar Annaun Ll dosayn HOR0331 2000 0330014 0000
e )

GENERATING A REPORT

Parameters
Select the parameter criteria that will be used to generate the report.
o Select Template: Select the desired saved custom report template to generate its report.

o Template Name: Configure your custom report template according to the choices below. Type a
name and save your choices in order to keep them for the futur printing.

e User: Select one or more users from the list for whom you want to produce a report.

¢ Field 1, 2, 3 or 4: Select which User database fields to include in the report.

Generate

Generates the report based on the selected parameters and displays its content in the Results section.

cdvi.com



EN‘ ATRIUM SOFTWARE @ CDVI

Version 7.2 Security to Access

QUICK “"PRINT” REPORT

Quick reports can also be generated from various menus (ex: Users, Cards, Schedules) by clicking the Print
button dropdown menu.

There are three modes available:

e Print: The report will be ready to print or save according to the chosen menu grid
(report display by column and one row per entity).

e Print Summary: The report will be ready to print or save with a little more detail than in “Print”
mode (report display by block).

e Print Detailed: The report will be ready to print or save with full detail per entity.
(report display full details per entity).

The report will be printed as the displayed result. It is possible to save the result of the report in
different formats as well (Acrobat PDF, CSV, Excel 97-2003, Rich text-RTF, Tiff, Web archive-mhtml,
XPS document are supported.)

& Dashboard ‘ Hardware Advanced Configuration Accounts

D& A F 8§ &8 NE (5

.f': I:

Users Cards || Holidays Schedules Areas Access Levels Operator Programming Rights || Doors Relays Inputs Outputs|| C
Credentials ‘ Access Configuration ‘ Control |
_ Schedules

(add ) (properties ) (_ofelete ) (Cprint [ ) (Find )
C )

Print Summary

Schedule Mever

Schedule Always b 00:00:00 to 00:00:00;
Schedule Programmig ( Print Detailed ) brn 00:00:00 to 00:00:00; Sunday 1, from 00:00:00 to 00:00:00; Monday 1, from
Schedule 8H-17H II_]_A_|_M.anday_].,_tmnn 08:00:00 to 17:00:00; Tuesday 1, from 08:00:00 to 17:00:00; Wednesday 1, 1

El | E1| E1| &
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SYSTEM OVERVIEW

The system overview displays and allows management of all ATRIUM modules within the access control system.
From the system overview it is possible to see and control the inputs, outputs, readers, doors, areas, door
locks, relays, bell and tamper switches. It also display system logs for each ATRIUM modules.

From the Hardware tab, click on the System Overview icon.

b | Cobecard | Favears | Advewed Conbgantios Acooeeta

—

- In 1SR @ K
O ra s e uich Aoaem
[
wertes }{ Driwie J U fepio e || Upicast lwmser [ Spstee teanet J | Measter Dugmctc J | #rved ) [ loate | J
{ bara A ) | Cotmprda §1 Rebwn bumes J1 Ml
A3 T Dy Towvlisien] Module

a Cibdrintiinn Brafrtios Ol i

e Eplary Marn A27E 12 -Door Controlie]

Fanhart Gt AEDOMY
AT D Caeermier] (04 80 SHARL  {iniles

Eprad houmiben AR-BGETH

i So e Retin J

R

{ 144 irrhne Wede

e

Ter Latla

voltage Lack

Rt

Tmpe Jainta

ey

g Cowde

[, S

et 3 T it
serin

E=wi

BlSNew Spolciser '

Syttem Logs

bl Beddrdmi S0 ECC CTALFD
B dckirewr 153 ML1AT
by ey L0005
PO Vrrion: 7 500440

Under each controller and expander, the following information is available. Summary, status and control are
available for each device or setting.

Device \ Refer to

Events “Events” on page 66
Inputs “Inputs” on page 59
Outputs “Outputs” on page 64
Readers “Readers” on page 94
Doors “Doors” on page 48.
Areas “Areas” on page 40
Door Locks “Door Lock” on page 88

Voltage Lock

“Door Lock” on page 88

Relays

“Relays” on page 57

Bells (AC22 only)

“Bells” on page 90

Tamper Switches

“Tamper Switches” on page 93

Macros

“Macros” on page 96

Macro Counter

“Macro Counter” on page 100

Macro Timer

“Macro Timer” on page 102

Macro Command Group

“Macro Command Group” on page 104

Cameras

“Cameras” on page 108

Emails

“Emails” on page 106

DESFire Application ID

“DESFire Application ID and Readers” on page 108

Licence

“Licence” on page 81

System Logs

Reserved for technical support.
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MODIFYING A CONTROLLER OR EXPANDER MODULE

From the Hardware tab, click on the System Overview icon, select a controller/expander module from the
list and click on the Properties button.

gfé\ Module Properties I

General Information

Metworlk Seﬂings\( Mode of OpemtionY Card EnrollmentT Time Zone Y E-mail Sel'tingsw

Display Mame: |A22K [2-Door Controller] opetacers ~Module Connection Key:
Product Code: | A22KM Uses DHCP ) Password:
Serial Number: |A MAC Address: 00:1E:CC:02:A2:F0 Confirm Password:
Firmware Version: | 2,00.045 '
IP Address: 192.168.1.67
e ~HTTPS
192.168.1.2534
Gateway (= Uses HTTPS )
Subnet Mask: 255.255.255.0
— (o Redirect HTTP to HTTPS
DNS IP Address: 192.168.1.7
Software Port:| 10000 = (D Redirect SDK HTTP to SDK HTTPS ]
[=]
‘Web Port: EE Web Port: n
(1- Advanced Options \|

General Information
Allows to change the display name. All other information are read only.

* Display Name: Identifies the controller/expander throughout the ATRIUM software. We
recommend using a name that is representative of the controller/expander module.

e Product Code: Indicates the module product code; AC22 for the ATRIUM 2-Door Controller, AX22
for the ATRIUM 2-Door Expander, etc.

¢ Serial Number: Indicates the serial number for the controller/expander module.

¢ Firmware Version: Indicates the current version of the module’s firmware.
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NETWORK SETTINGS (CONTROLLER ONLY)

Allows to define the 2-Door Controller’s network communication settings.

.”é\ Module Properties

r General Information
Display Mame: |A22K [2-Door Controller]

Product Code: | AZ22KM

Network Settings \|/ Mode of Operation 1/

Card Enrollment}f

Time Zone 1/ E-mail Sel'tingsw

r Module Connection Key:

Password:

Serial Number:

Firmware Wersion: | 2,00.0457

Uses DHCP D

CC02:A2:F0 Confirm Password:

MAC Address: 00:1E

:| 192.168.1.67
IP Address: THTIPS

e
Gateway: 192.168.1.254 (D

Uses HTTPS

Subnet Mask: 255.255.255.0

- Redirect HTTP to HTTPS
DNS IP Address: 192.168.1.7

Software Port:
Web 3ort:

Redirect SDK HTTP to SDK HTTPS

Web Port: =

| + Advanced Options

L/ Save ) l/ Cancel )

Uses DHCP: When selected (default), the 2-Door Controller obtains an IP address automatically
from the network’s DHCP server.

The following parameters are only available when DHCP is NOT selected (manual setting entry).

MAC Address: Indicates the MAC Address of the selected controller module. This field is read only.
IP Address: Enter the IP Address of the controller module.

Gateway: Enter the network Gateway address.

Subnet Mask: Enter the network subnet mask.

DNS IP Address: Enter the DNS IP address.

Software Port: Select or enter the network software port number(Default= 10 000).

Web Port: Select or enter the network web port number (Default= 80).

Module Password: Enter module password. The default password is “admin”.

Module Confirm Password: Re-enter module password for confirmation.

Uses HTTPS: All A22K controllers have HTTPS enabled by default. In order to have a valid HTTPS
connection, all peripherals (desktop browser, tablet, smart phone, etc.) used to connect to the
ATRIUM system must install the root certificate included in the USB key with the ATRIUM software
or from the Download section of our website at: www.cdvi.ca. You may also install your own

root certificate. Ensure your root certificate is installed on the A22K “Master” controller and

all peripherals used to connect to the system. The root certificate can be installed on the A22K
“Master” controller from the embedded ATRIUM web server.

Redirect HTTP to HTTPS: This option will automatically redirect all HTTP connection to HTTPS
secure connection. This feature works ONLY if an HTTPS connection is functional. See “Uses
HTTPS"” above on how to make an HTTPS secure connection.

Redirect SDK HTTP to SDK HTTPS: Check this option if you are using a 3rd party application
which uses the ATRIUM SDK and which supports HTTPS connections. It will will automatically
redirect all HTTP connection to HTTPS secure connection. This feature works ONLY if an HTTPS
connection is functional. See “Uses HTTPS"” above on how to make an HTTPS secure connection.

Web Port: Modify this option if the default HTTPS web port (443) is blocked. Contact your network
administrator and / or your ISP (Internet Service Provider) to enter the correct HTTPS:// web port.
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MODE OF OPERATION (A22K CONTROLLER ONLY)

The A22K controller includes all firmware bundled into one. You will be able to change the operating mode of
the A22K from the same hardware (A22K firmware version 2.00.451 or higher). Note that whenever you change
the operating mode of the A22K, it will force a reset to the module’s factory default settings.

. x|
gfé\ Module Properties I
 General Information infls | © Mode of Operation Y Card Enroliment Tifhe Zone Y E-mail Settingsw
Display Mame: |A22K [2-Door Controller]
Product Codes | 222K Made of Operation: (Standa rd (A22K) v)
Serial Number: oo 1 0 ® | EHEECER .
i A - Elevator Controller (A22K-EC)
irmware Wersion: 2,00,043
Aperio Integration (AP2K)
f* Advanced Options Schlage Integration (ADH2K) \I

Operating modes supported (A22K firmware version 2.00.451 or higher):

e A22K 2-Door/4-Reader controller (default)

e A22K-EC Elevator controller

e ADH2K Schlage Integration, manage 2 door handles
e AP2K Aperio Integration, manage 2 door handles

CARD ENROLLMENT (CONTROLLER ONLY)

Defines the period within which a card must be presented to a reader to start adding/removing cards when
using the 2-Door Controller’s on-board card enrollment button (Refer to the 2-Door Controller instruction
manual for more information). This time is also used to exit the enroliment mode when no more new cards are
presented during this period.

. [ x]
g:g\ Module Properties -
r General Information Network Settings Y Mode of Operation Y . Card Enrollment\( Time Zone Y E-mail Settings]
Display Mame: |A22K [2-Doar Controller] Onti
ptions
Product Code: A22KM Detection Delay (seconds): =

Serial Number:

-FO
Default USB Reader Format:

Firmware Version:

+ Advanced Options

Save Cancel

+ Detection Delay (seconds): Change the detection delay if required. The default setting is 300
seconds (5 minutes).

¢ Default USB Reader Format: Change the reader format if required. The default setting is 26-bit.
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TIME ZONE (CONTROLLER ONLY)

Time zone configuration is used to tell the controller when to change its time for daylight saving. The time itself
is automatically set whenever a PC connects; the module uses the PC’s time and date.

£ Moduie Properties e

General Information [ Wetwork Settings | Mode of Operation | Card Envoliment | Tine Zone | E-mail Settings |
Desplay Name: AZ2W [2.Dear Contraller] - Gumetal Infotmath == TS
Praduct Code: L e
Whodiule Time: 202L-05-06 1500 [ Refresh b
Serial Mumnben &

[T Time Zone ( (UTC-05:00 Bogeta. Lima, Cheti, Ris Brance, Chetumal, Eastern Time IUE&'-.'.IH')

-

Start o '-:Sund.l:.' i | I
Begirming:| 2024-03-08 02:00

-
Endam | Slll.'ldnl:.'

Beginrunge| 2004+11-01 0200
Crffzet| 0100

~ESHTP (Simple Nretwork Time Protocol)

=) Enabie date and time synchraniatan with SHTE Gerer }
ENTP Sarver LRI
(v Advanced Options
) ()

General Information

e Time Zone: Select the time zone reference based on the UTC time and offset.

Daylight Saving Time

The following fields determine the start and end times of the daylight saving period.

Starts on the first: Select either <Fixed Date> or a “day of the week” the daylight saving period starts.
e <Fixed Date> is used when the daylight saving period starts the same date every year.

e Sunday to Saturday is used when the daylight saving period starts the same day of the week
every year.

Following: Enter the date and time using the “yyyy:mm:dd hh:mm” format or click the icon on the right side
of the field to select the following date and time.

¢ This date will be used to determine what will be the next date on the day selected in the “Start on
the first” field. For example if the daylight saving starts the first Sunday of April at 2 o’clock in the
morning, enter 2011/04/01 02:00. If the daylight saving starts the second Sunday of April at 2
o’clock in the morning, enter 2011/04/08 02:00.

Ends on the first: Select either a <Fixed Date> or a day of the week the daylight saving period ends.
e <Fixed Date> is used when the daylight saving period ends the same date every year.

¢ Sunday to Saturday is used when the daylight saving period ends the same day of the week every
year.

Following: Enter the date and time using the “yyyy:mm:dd hh:mm” format or click the icon on the right side
of the field to select the following date and time.

e This date will be used to determine what will be the next date on the day selected in the “Ends on
the first” field. For example if the daylight saving ends the first Sunday of November at 2 o’clock in
the morning, enter 2011/11/01 02:00. If the daylight saving ends the second Sunday of November
at 2 o’clock in the morning, enter 2011/11/08 02:00.

Offset: Select the daylight offset time in hour and minute (hh:mm).
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TIME ZONE (CONTINUED)

£ Moduie Properties
General Information [~ Metwork Settings | Moe of Operation | Card Enroliment | Thne Zane | E-mail Settings |

Display Name: | A22K [2-Dear Controller]

General Inlormation
Praduct Code: 2472%
odule Time: 2024-05-08 1500 Fagtreth
Serial Musmnben 4400 Rl (::
[T % Time Zone: l: {UTC-05:000 Eogota, Limg, Chuitp, Rio BEranco, Chetumal, Eastern Time ﬂJ'E_-.’:{m')
r Daylighn Saving Time
Slaet om {Elndql ']
Beginming:| 2024-05-08 0200 u
Bnd o {iund.l;.- '}
Beginnngs| 2024-11-01 0200 |
~EHTP (Simple Network Time Protocol)
(= Enabils date and time fynchranastion with SHTD Servar
ENTP Server LIRL
.‘ Bk lw

SNTP (Simple Network Time Protocol)

¢ Enable date and time synchronization with SNTP Server: When selected, The SNTP server
take in charge the ATRIUM site date and time. An Internet connection is required for this feature to
work.

e SNTP Server URL: Type the URL address of your SNTP server. It is recommended to select a SNTP
server in your region/country where the ATRIUM system installation is located.
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EMAIL SETTING (CONTROLLER ONLY)

Email setting configuration is used to tell the controller from which email will be send email notification.

See page 106 to configure email notification.

g:g\ Module Properties

r General Information Network Settings Y Mode of Operation Y Card EnrollmentY Time Zone Y ¢ E-mail Settings
Display Mame: |A22K [2-Doaor Controller]

Product Code:

Server Information

AZZKM Use this email address:

Serial Number: 02-F0 SMTP Server:

Firmware Version: |2

O  Default SMTP Port

SMTP Part: | 25

r User Login
User:

Password:

r Encrypted Connection

Encryption Method: :)

Test E-mail Settings: Start

Reset all E-mail Settings:

r'+ Advanced Options

Save Cancel

Server Information
¢ Use this email address: Enter the sender email
e SMTP server: Enter sender email SMTP server

o Default SMTP Port: The default SMTP port is 25 and works for most servers. Do not select when
you enable encryption. Manually enter the SMTP port, see "SMTP port” below.

e SMTP Port: Uncheck “Use Default SMTP port” to enter manually a specific port number. When you
enable encryption, in general, the required SMTP port will be 465 with SSL encryption and 587 with
TLS encryption. Check with your email service provider to find out what type of encryption they use
and on which port.

User Login
e User: Enter user login ID

e Password: Enter user login password. If your usual password doesn’t work, your email service may
require a new password and 2-step verification, check with your email service provider for details.

Encrypted Connection
¢ Encryption Method: SSL/TLS or STARTTLS

Check if sender email use SSL/TLS or STARTTLS
GMAIL SSL certificate is pre-loaded. (GMAIL default SSL port is 465 and TLS port is 587).

Test
¢ Test E-mail Settings: Click on “Start” to validate if the e-mail server information has been saved
correctly.
* Reset all E-mail Settings: Click “"Reset” to erase all e-mail server informations.
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ADVANCED OPTIONS
Monitoring

Displays the monitored system'’s voltage and current values.

= Adwvanoed Dptions
¥l wt\gT_ Primary P\GIIH'T [hﬂeryT ln'begﬂﬁuﬂT li-ume-]
{ Eriresh )
Smart Supply Outpat Battery
Velage (VE 11960 Charging:
Vehtage (Vi 0,000
Curment (&) 07 Current {Ak 0.0CC

Primary Power
Velage [V 24 ]

—_—
| _Sawve ) | Cancel ]

e Refresh button: Refreshes the voltage and current values.
e Smart Supply Output (Controller and Expander only)

- Voltage (V): Indicates the voltage supplied to devices.

- Current (A): Indicates the current used by the connected devices.
e Battery (Controller and Expander only)

- Charging: Indicates, when the Charging check box is selected, that the battery is
currently charging.

- Voltage (V): Indicates the actual battery charging voltage.
- Current (A): Indicates the actual charging current supplied to the battery
e Primary Power (Controller and Expander only)

- Voltage (V): Indicates the voltage supplied to the module.

Primary Power

— Atvanced Options
Monitoring |« Primarg Pewer | Battery | dntegeation | Licemse |
Optiond
Fo Celay mi: | =
Biszore Delay (mk o=

G =)

e Fail Delay (minutes): Value between 0 and 65534 minutes that represents the amount of time
before sending power failure event message.

e Restore Delay (minutes): Value between 0 and 65534 minutes that represents the amount of time
before sending power restore event message.
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Battery
- Advanced Options
r MonitoringT Primary PowerY, Battery\( Integratl'onT Licensew
Options
{ Current: ( 250 mA 'j‘L
e Options
- Current: Select the maximum current that will be used to charge the battery; 250mA (Default),
320mA, 500mA or 1A.
Integration
- Aubranged Dpliom
i Menl‘bnrhgT Primary FwerT hﬂmrhdm | Licente \|
Oplans -
Irtruian (Alarm) Integration (h.'r:.- Uned - b
GOFH [Delete everts after 80 din} [
Undack if Armed [
Dot Show Arming Starus [
Clobad Aoress Lewel B
Master Controlier |8
I'_‘ Save J ::I Cancel l‘]
e Options

- Intrusion (Alarm) Integration: When selected, activates the intrusion integration feature.

- GDPR (Delete events after 90 days): When selected, the module will only keep record of the
past 90 days.

- Unlock if Armed: When selected, the doors within the armed area can be unlocked if the user
has permission (can arm/disarm).

- Don’t Show Arming Status: When selected, the LED status of the readers within the armed
area will return to normal, as to not indicate the armed status.

- Global Access Level: The A22K uses Global Access Level system which improves the
synchronization speed of the ATRIUM system. This option will be disabled automatically if the
A22K controller is connected to an ATRIUM system that has an A22 as the master controller.

- Master Controller: When selected, activates the controller to be “Master” controller. The
“Master” controller will manage the data (doors, users, schedules, etc.) among all
sub-controllers and expansion modules.
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License

(— Advanced Options
r, MonitoringY Primary PowerY Batleer Integration Y, Licensew

r Licenses
I;Add} ( Properties ) I: Delete ) ( Load License from Card ) ( Export ) ( Impaort ) ( 1d )
Active | Display Name 1D | Type Available

B2 | Atrium Floor Plan Manager | 1 | AFPLAN - Floor Plan Manager
B2 | Atrium KRYPTO Mobile-PASS | 10| AMC25 - KRYPTO Mobile-PASS (25) | 237

—

- Add: Click the "Add” button then copy/paste the provided license code in the field.
- Properties: Displays the code details of the license.
- Delete: It will delete the selected license file.

- Load License from Card: Click on the “Load license from card” button to add a license from
a card. Select the KRYPTO reader where you will scan your license card. Present and hold the
card close to the reader until it chirps and flashes green.

- Export: Future use

- Import: Future use

DELETING A MODULE

To delete a module, select the module from the list and click on the Delete button. Deleting a controller
automatically deletes the controller itself as well as all attached expander modules. However, the distributed
entities (users, cards, schedules, etc.) are not deleted. A dialogue box will appear requesting confirmation.

£ Atraam « COW1 Dwing m] »

o Dlaskbcand Harzhware fisbeanced Canfpepton big crmaeti

ocks Relays  Bets |

b
. ==
_I i Wm 1
|}
l: Propemes |F 3 _:I [-Lk:umd Formware ], ':!t.s.'\e'n Status ] { Feader Dupgrois ]. @ E;L,a-cm ] ] E Synchionoe I_} I::Remerj "'\ Fectiory Defwals ] ].
1 Raparst an {7 comnpen it § [ et stanen ) * P
. HAx} 1D Conbenlier) Module
a4 Caandstiss Drapactias Dnline ATPO-055H Dl Mame: AZ2 [2-Dior Cantrolber)
AZNC {3 Do Contrmber) (A4-00-02-50) MASTER Online | Prockst Code: Aia
| 422 -Dlows Coniabor] (A3-20-05-6K),_ Online inputs Serial Number: A2-20-05-10
[ Chatinrt WAL Address: 00 ECCOR05£8
|| Rzaden IP Address 192160160
H Duort P Verimn: 2400340
| remy POE Vanpan: 44000040
Il Door Lesia
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REPLACE

Replaces a defective and offline module that has been physically replaced. Only available for offline modules.
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To replace a controller:

1. Make sure that the NEW controller is connected.

2. Select the controller that is defective from the list,
“OFF LINE” and click on the "Replace” button.

3. The controller “"Module Replacement” window will open,
click on “Auto-Detect” to find new controller.

4. Select the new controller from the list and click OK.

5. The "Module Replacement” window will appear again,
then enter “"Module Connection Key” password.
The default connection key password is “admin”.
Click OK.

6. The new controller will synchronize automatically

g& Module Replacement e
( Auto - Detect )
~Opti

Display Namel |

Serial Number:

URL Address: |

Software Port: | 1000C =

Module Connection Key:

Cance

L, Bedeer Comtralier

To replace an expander module:

=y
L

W00% DT 1 ROTD LT

1. Make sure that the NEW expander is connected. A Modute Replacement

The controller will detected automatically.

2. Select the defective expander ("OFF LINE")
from the list and click on the "Replace” button.

J &

Module: (

3. The expander “Module Replacement” window will open.

4. Select the new expander from the drop down list and click OK.

5. The new expander will synchronize automatically

The configuration from the old module will be transferred to the new module, including the non distributed

entities (inputs, outputs, areas, tamper switches, etc.).
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UPLOAD FIRMWARE

Upgrades the selected controller or expander module with a new firmware.

" System Do |
Corsperves ) (ooite ) (verivee )| Uriows mmsce J|(Copsem Sas ) ( bencr Dosrosie ) (ot ) {(tocwe | ) Cormervonve | ) bevost § (ocioy Bemas | =)
g Module
g AN Coliapcs Al Refrech Sushes. = Fize
C ) ETTE L A e iy | e
4 Connecbon Prepebes Oeline A2e2{1-05-18 Display Mame: 222 [2-Door Contrafer]
. hETES Fentz Preduer Code A22

Iguts Sarial Mumber: 4220058
Duipiss ML Addres 0 ECCIZI5ES
Ransers P Addveis 1521631 658
Dears sy Veriinn: 4400340
dreat PCE Viergiar: LAGIDRA0

e Select one of the controller or expander module and click on Upload Firmware.

o Fumware Update

< Hrmvsane
I

k Directony Path:

CAliserigpan Deturmentridlram Frmmwares B

@. O et Dooor e (8 Redresh Soasus “ }

|

| AZZK [2-Dosr Controlier] | AA-DO-02-F0 . Master Controller | A2IKM 2.00,0548 zooosss | [ *E |
| K2 JATRIUM RS4BS Reader] | B2-00-02-F5 .‘ Reader 2 2000425 Mok required % I
KIAT FATRNI BCARS fassdar) BI_O0 AN '- Raxdas KT 200 A D Bt s crnd w |

e Save the new firmware file in the directory path folder or browse to locate where you saved it.
¢ Click on "Upload All”, once upload done, click “"Install All” to start updating all modules automatically.

e To update a module individually, select a “Version to Install” and click on Update.
When updating modules manually it is recommended to first update the expander(s), then sub-
controller(s) and finally the master controller.

SYSTEM STATUS

Gives you an overview of all modules status. Such as; Is the module online or not, their input power supply, the
battery voltage with charging current, the voltage outputs with their current consumption and tamper alarm.

T —— _
(Cproperses ) (peese J (verince ) ( poos Fommare Jf (s u T | ) | B ) Cresess ) Craciny oms )
(tsporc a8 ) ( Coitapee i) { Fatresh Sianss J (7o

# Connection Prepestics Owline:
322K 2 e Coovar D002 L. MASTER O
3 = A A

Chipslay Mame: 437 [ Boe Conrafle]
Product Code A22
Seral Mumber A2-20-05 8

A hitgigems « COV1 Dy - o X
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READER DIAGNOSTIC

Gives you an overview of all readers information’s. Such as; reader serial number, Is the reader online or not,
reader is connected to which module (parent), connected to which module port, connected on which side of the
door, is it associate to cab and it is “"Assigned” or not.

‘ o R L z . . - = : =
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i
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| K [ATRAUM FS465 Reader] | B2-00-00-08 _!‘ Porte du Prisident: Porte K2

PRINT

Gives you a hardware report of all modules installed on a site. Information’s such as; module serial number,
MAC address, IP address, etc. It will also give many informations about the computer operating system (0OS)
where ATRIUM software is installed.

T System Drerview
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LOCATE
Allows to find a module when the serial number of the module has been removed or is not legible.

& Azrium - (DY Dema = o B
| il | ‘Deshbgard’ | Hardware | Advanced Configumtion  Accounts

C BIThiEg Q K

[| St Cowrrriew gty Cutputs Locks Feln Selh Tamper Sentch Roadens
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o Sywters Overview
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( tupand i ) ( Cotanz 0 ) Madule o)
Expand 4l Collapse &1 Bpdpale, Tumrus r Lecate
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To locate a module:
1.Select the module to locate.
2.Click on the Locate button.

3.0pen the door of each module’s metal box, the corresponding module’s GLOBAL -STAT LED will be
flashing rapidly. Refer to the module instruction manual for more information.

4.Click on Stop Localization to exit the locate mode.

SYNCHRONIZE

Synchronize the selected controller or expander module.
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[l'mn-er'm } [ Geleze 1{: Repiace } [Uﬂ-ﬂl hrm-m':] I:!:rm'n mﬂ{ mﬂrm«m} [ Prnt {m« I : [hj"wmuﬂu:e B f__t:wli:imwﬂ:'m ]:}
Maodule T o
Exzand Al Coliapse AL Fefresh & 3 hign

LT L =5 € K22 [-Dsr Comtroierl | Miodule oo
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¢ Synchronize: Forces the system to synchronize the ATRIUM Controller database with the ATRIUM
software database.

e Complete Reload: Forces the ATRIUM Controller database to overwrite the ATRIUM software
database
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REBOOT
Shuts down and restarts the selected controller or expander module.
! N [ e e— Conty A
(i | oo | .
\".-r"' Ill .u I .""."f‘-r! ‘ @ ‘-
Sypterm Dhprviow Inpubt Dhtputs Lok Nelwys - Bels  Tamper Swatch  Rasden
= _ Hitimary
[ System Chervien |

(_properss ) ((petese } (revince ) ( ptond firmmeare J ( System status ) (( ronder Disgremsc ) ((print ) (tocase [} (simetvonize I--1|{ Raboot 1|f Factory Defwats | )
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Dukpits

WAL Address: 001 ECCO2 0548

e Select the controller or expander module to be rebooted.
e Click on Reboot.

e Click Yes to confirm.

RESTORE FACTORY DEFAULTS

A “Factory Defaults” will erase all data but will keep the network settings in place to easily reconnect
afterwards.
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Reset to factory defaults? All data will be lost.
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LOCKS

Typically, the locks are used to control the door lock devices such as door strike and electromagnetic devices.

Each controller includes two door locks and supports up to four 2-Door Expansion Modules which provide an
additional 2 door locks each. Therefore, each controller can monitor the state of up to 10 door locks.

|{ Locks
( Properties ) (D Show Status) ( ) ( Show All v) Refresh Status b

Display Name ID | Madule Serial # Status | Rewversed Logic
Back 1 | AA-00-02-FO |_:ﬂ! O
Paul Office 2 | AA-00-02-FO E! O
SCHDOORLOCK 01| 1 | AA-00-03-0F E! O
Front Entrance 1 | AA-00-30-8B Eg O
K1 2 | AA-00-30-3B Eg O

MODIFYING A DOOR LOCK

From the Hardware tab, click on the Locks icon, select a lock from the list and click on the Properties button.

. - |
égi Door Lock Properties B
r General Information Notes
Display Name: |Door Lock 01 Notes
@ Enabled D
(D Reversed Logic )
~Voltage Lock Properties
Entity: (Vlock 01 (A2-20-1F-77) D!
~Relay Properties
Entity: (Relay 01 (A2-20-1F-77) -)
(-I- Advanced Options w

General Information

e Display Name: Identifies the door lock throughout the ATRIUM software. We recommend using a
name that is representative of the door lock output.

e Enabled: When selected, activates the usage of this door lock.

* Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or vice-versa. Refer to Jumper Settings from the module instruction manual for more
information on N.C. and N.O.

¢ Voltage Lock Properties: The voltage lock entity is set by default
* Relay Properties: By default the relay associated with the voltage lock is selected.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.
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Advanced Options
(= Advanced Options il
I Monitoring
| .r.'w‘,l"!'u"." -J
Viodtage (VE
Current (Ak
Monitoring

* Refresh button: Refreshes the voltage and current values.
- Voltage (V): Indicates the voltage supplied to the door lock device.

- Current (A): Indicates the current used by the connected lock device.

SHOW STATUS CHECK BOX

When enabled, displays the status of the door locks for a period of 5 minutes.

|f Locks
( Properties ) (._'_J Show Status ) ( ) ( Show All v) Refresh Status i
Display Name ID' | Module Serial # Status | Reversed Logic
Back 1 | AA-00-02-FO B O
Paul Office 2 | AA-00-02-FO B‘ O
SCH DOOR LOCK 01| 1 | AA-D0-03-0F B O
Front Entrance 1 | AA-00-30-28 B O
K1 2 | AA-00-30-8B B O
5 | 1/5
= Legend
T_‘ Unlocked L’A Trouble
B Locked 7 Unknown
Legend
ICON ‘ NAME ‘ DESCRIPTION
|:]_ Unlocked Indicates that the door lock is not activated.
|_] Locked Indicates that the door lock is activated.
fﬁ:‘ Trouble Indicates that the state of the door lock supply is short circuited or overloaded.
2 Unknown Indicates that either the module is not synchronized or the module has an older
: firmware version that is not compatible with the ATRIUM application.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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BELLS (AC22 ONLY)

The ATRIUM AC22 controller (first generation of controller) provides one bell output that can be used to
drive one or several bells connected in parallel. Refer to the 2-Door Controller instruction manual for more

information.

From the Hardware tab, click on the Bells icon.

( Properties ) (ﬁu:tl'vate ) ( Reset )

Active | Display Name

ID | Module Serial # | Status | Cutoff Delay

ﬂ Trouble

Y Unknown

Legend
ICON ‘ NAME DESCRIPTION
[ off Indicates that the bell is not activated.
f. On Indicates that the bell is activated.
Indicates that the state of the bell is either missing (absent), short circuited
ﬁ Trouble
or overloaded
2 Unknown Indicates that either the module is not synchronized or the module has an
older firmware version that is not compatible with the ATRIUM application.
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MODIFYING THE BELL

From the Hardware tab, click on the Bells icon, select the bell from the list and click on the Properties
button.

£ Bell Properties )
~General Information ’m
Display Mame: Bell 01 Notes
Li[:l Active j
Cutoff Delay (minutes):
|fv Advanced Options ]
lf Save lf Cancel )

General Information

* Display Name: Identifies the bell/siren throughout the ATRIUM software. We recommend using a
name that is representative of the bell/siren.

 Enabled: When selected, activates the usage of the bell/siren.

e Cutoff Delay (minutes): Type a value between 0 and 1000 minutes (Default: 4 minutes) that
represents the amount of time the controller will maintain the bell active.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Advanced Options - Monitoring

Displays the monitored bell’s voltage and current values.

[~ Advanced Options

Monitoring

Refresh )

Voltage (V): | 12590

Current (A): | 3.007

( Save [ Cancel

Refresh button: Refreshes the voltage and current values.
e Voltage (V): Indicates the voltage supplied to the bell/siren device(s).
e Current (A): Indicates the current used by the connected bell/siren device(s).
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Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

RESET

Cancel the override bell control, returning the bell to its current scheduled or event state.

ACTIVATE

Manually activates the bell overriding the activation delay.
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TAMPER SWITCH

Tamper switch detects when the cabinet door is opened or when the cabinet is removed from the wall.
Each controller and expander may have 2 tamper switches per cabinet, a wall and a door tamper switch.

However, even when both are installed, only one tamper instance is monitored by the ATRIUM software per
module box since they are connected in series.

From the Hardware tab, click on the Tamper Switch icon.

r Tamper Switch

(Properties ) ( ) ( Refresh Status )

Display Mame | ID | Module Serial # Display Mame Alarm
Tamper 1 [ AA-00-02-FO A2ZK [2-Door Controller]

Tamper 1 | AA-00-03-0F ADH10K [10-Door Handle Ctrl]

Tamper 1 | AA-00-30-8B A22K [2-Door Controller]

MODIFYING THE TAMPER SWITCH

From the Hardware tab, click on the Tamper Switch icon, select the tamper switch from the list and click on
the Properties button.

i

.’:E-\“. Tamper Switch Properties AA-00-30-8B: A22K [2-Door Controller]

~ General Information i Motes

Display Mame: | Tarnper Notes

Enabled )

Al

TN T
m

Alarm Enabled )

( Cancel

General Information

+ Display Name: Identifies the tamper switch throughout the ATRIUM software. We recommend
using a name that is representative of the tamper switch.

e Enabled: When selected, operates normally but does not generate an alarm and restore
automatically.

e Alarm Enabled: When selected, operates normally and will generate an alarm and must be
manually restore. CDVI KRYPTO readers will delete the encryption keys.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.
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READERS

Readers such as keypad and proximity readers are used to request access to an area via a door.

Each controller includes two readers and supports up to four 2-Door Expansion Modules which provide two

readers each. Therefore, each controller can monitor the state of up to 10 readers.

From the Hardware tab, click on the Readers icon.

[0 Resdres | DIF Switches |

{_peopemes (7o =TT -ii Rfrach Statue i

Faadar 01 1 | AK-D0-02-FO Raasdar 01 Rad Lighs | Resder 0 Gesan Light | Resder O Bussee | COVI (Rad, Gress & Blus)
Faactier 017 1| Ad-00-03-F0 Ragdier (17 Red Lighs | Reader 0F Green Light | Reader 02 Buszer | COVI (Red. Grees & Bus)
SCH READER 01 |1 | Aa-00-03-0¢ L0V (Red, Green & Bhue)
Faaster 01 1 || A0 3058 Reader 01 Red Ligit | Beader 01 Green Light | Reader 01 Burzer | COVI (Red, Grees & Bue)
Fancer (12 2 || ek 0 W)= Reader 02 Red Light | Reader 02 Green Light | Reader 0 Burzer | COVI (Red, Green & Bue)
Paacier 01 1| AA-00-53-51 Peader 01 Red Light | Reacer 01 Jreen Light | Reader O Buzzer | COAV (Red, Green & Bue)
Faader 012 2 | AA-00-53-51 Faadar 07 Rad Light | Reader 02 Goesn Light | Reader 02 Busser | COV (Red, Graen & Bhus)
Fueal Office 1| R1-00-53-34 AT [2-Duvr Comtrolier-A4-00-00-F0 | K1 Reader Port 2 Rosser Red Light | Reader Grewn Light | Readler Buzper | COVI (Rd. Green & Bhuel
Front Estrance |1 | B2-00-00-39 A2 [ Door Controlier A4 -00-30-55 | K2 Reader Port 1 (Exil) Resdes Aed Light | Rewder Green Light | Readler Suzper | COWI (Bed. Green & Bluel
Front Estrance |1 | B2-00-03-5€ AN |2 Dwor ControberhA8-00-30-E2 | K2 Reader Port 1 Reeder Aed Lght | Reader Green Lght | Reader Buzper | COWI (Red, Green & Blue)
Eack 1 | Ba.00-08-58 AX2K |2.Door Camtrolar). 45.00-00-H | K4 Reader Part 1 Reader Red Light | Reader Green Light | Reader Buzzer | COVI (Red, Grees & Blue)
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MODIFYING A READER

From the Hardware tab, click on the Readers icon, select a reader from the list and click on the Properties
button.

£ Reader Properties B2-00-02-F6: K2 [ATRIUM R5485 Reader] L
~General Information " Notes
Display Mame: |Entrance #1 “Notes
(= Enabled )
LED color mode: IiCD‘t."I (Red, Green & Blue) ')
Red LED Output: ( Reader Red Light (82-00-02-F6-1) D
Green LED Output: ( Reader Green Light (82-00-02-F62)  ~ )
Buzzer Output: l: Reader Buzzer (B2-00-02-F6-3) "')
Disable Keypad Code (26-bit): (O Enabled )

( Cancel

General Information

+ Display Name: Identifies the reader throughout the ATRIUM software. We recommend using a
name that is representative of the reader.

e Active: When selected, activates the usage of this reader.

¢ LED color mode: Identifies if the reader has a 2 or 3-color LED. Choices are Generic (Red &
Green), CDVI (Red, Green & Blue) and Digital-F (Feedback).

¢ Red LED Output: If there is a red LED associated to the door reader, select the red LED’s output
name, otherwise, leave it unassigned.

e Green LED Output: If there is a green LED associated to the door reader, select the green LED’s
output name, otherwise, leave it unassigned.

e Buzzer Output: If there is a buzzer associated to the door reader, select buzzer’s output name,
otherwise, leave it unassigned.

+ Disable Keypas Code (26-bit): When enabled, it will bypass the keypad family codes (0 and
255). This is commonly used for cameras that have a 26-bit Wiegand output with SHA-1 generator
for license plate recognition.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.
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MACROS

Macros are used to cause an action on a device when triggering on an event. The macro instructs a device to
perform a specific action like Activate Relay, Lock Door (Latched), etc.
The ATRIUM application allows the creation of a macro by selecting the trigger event and the resulting

command. Up to 100 macros can be created.

All macros of the ATRIUM access control system are saved on the 2-Door Controller module.

From the Advanced Configuration tab, click on the Macros icon.
Select the Macros tab and click on the Add button.

fitengmi « COW Dy

A
| e | Dabibcant H#duwmm

\ d I E
Mooy | E-biails Cameras DESFore Beaders Sobal Settings
Progeiming LIMEARS DFite Configuistion | ol Sattings Configurtion

- e - R = ~
R T Luunlm-T Timers | Cammand Groups |

W | Decrement |7 |af-pozro | [
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ADDING A MACRO

5& Macro Properties

r General Information

;

i - MNotes
Display Name: || |
~Notes
@ Enabled D
Schedule:K - | )
r Trigger Event
Type: (Outputs ,)
Event: ( Output Deactivated ~)
Event Detail: ( )
Entity:E - | )
User:( | )
r Outcome
Type: (Outputs v]
Command: (Deactivate Output v]
Entity:K - | }

Save Cancel

General Information

Display Name: Identifies the macro throughout the ATRIUM software. We recommend using a
name that is representative of the macro.

Enabled: When selected, activates the usage of this macro.

Schedule: Select the schedule which will define when the macro can be used.

Trigger Event (see “Trigger Event”, page 98 for details on “Trigger Event’’)

Outcome

Type: Select the type of device/action with which the macro will be triggered.
Event: Select by which event the selected type will trigger the macro. Empty means any event.

Event Detail: Select by which event detail the selected event will trigger the macro. Empty means
any event detail.

Entity: Select by which entity of the selected type the macro will be triggered. Empty means any
entity.

User: Specify by which “User” the macro will be triggered. The “User” list is only available when
the type “Area” and one of his event is selected (Access to area granted, access to area denied,
user entered area and user exited area).

(see page 99 for details on “'"Outcome’’)
Type: Select the type of device with which the macro will do a resulting command.
Command: Selecte which command the selected type will do.

Entity: Select the entity of the the selected type with which the macro will do a resulting command.
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TRIGGER EVENT

Select the device type, the event and the entity that will be used as the trigger event. The entities are listed
with the format “"Module Serial #: Display Name”.

Type ‘ Event

Access Granted, Access Denied, Area accessed, Area Alarm Restored, Area Armed, Area

Areas Arming Request Sent, Area Disarmed, Area Disarming Request Sent, Area exited, Area
Intrusion
Batteries Added, Battery Absent, Battery Absent Restored, Deleted, Edited, Low Battery, Low Battery

Restored

Deleted, Edited, Enrollment mode started via input alarm, Enrollment mode started via
Card Enrollment Programming Card, Enrollment mode started via controller button, Enrollment mode stopped,
Enrollment mode stopped via Programming Card, Enrollment mode timeout

Added, Deleted, Door Alarm/Ajar, Door Alarm/Ajar restored, Door Bypassed by Emergency
Input, Door Closed, Door Disabled, Door Enabled, Door Forced, Door Forced Restored, Door
Lock, Door Locked, Door Open, Door Power Restored, Door Power Trouble, Door Pre-Alarm,
Door Pre-Alarm Restored, Door Relocked (First Access/First Man in Cancelled), Door Restored

Doors by Emergency Input, Door Trouble (Contact), Door Trouble (Lock), Door Trouble Restored
(Contact), Door Trouble Restored Lock, Door Unlocked, Door Unlocked by “First Access/First
Man In”, Door Unlocked by Operator, Edited, Lockdown access granted, Lockdown started,
Lockdown stopped, Keypad code missing, User Entered using Door, User Exited using Door

Firmware Added, Deleted, Edited, Firmware Update Completed, Firmware Update Started, Firmware
Validation Completed, Web Page Update Started

Holidays Added, Deleted, Edited, Holiday ended, Holiday started

Inputs Added, Deleted, Edited, Input Closed, Input Opened

Lockdown Added, Deleted, Edited, Lockdown started, Lockdown stopped

Added, Deleted, Door Lock Activated, Door Lock Bypassed by Emergency Input, Door Locked
Locks Deactivated, Door lock power restored, Door Lock Power Trouble, Door Lock Restored by
Emergency Input, Edited

Added, ATRIUM PC Service Logged In, ATRIUM SDK Logged In, Deleted, Edited, User Locked

Login Out-Permitted login attempts exceeded, User login-ATRIUM software, User login-ATRIUM web
page

Macro Counters Added, Deleted, Edited,

Macro Timers Added, Deleted, Edited, Macro Timer has been reloaded

Modules Added, Deleted, Edited, Expander replaced, Module replaced

Outputs Added, Deleted, Edited, Output Activated, Output deactivated

Added, Deleted, Edited, Primary Power Failure, Primary Power Failure Restored, Primary Power

Primary Power Trouble, Primary Power Trouble Restored

Readers Added, Card Read, Deleted, Edited
Relays Added, Deleted, Edited, Relay Activated, Relay deactivated, Relay pulse mode activated
Schedules Added, Deleted, Edited, Schedule ended, Schedule started

Smart Supply Added, Deleted, Edited, Smart Supply Trouble, Smart Supply Trouble Restored

Outputs

Sub-Controllers Module Missing, Module Reconnected

Tamper Switch Added, Deleted, Edited, Tamper Restored, Tamper Trouble

User Added, Deleted, Edited, User counter has been decremented, User counter has been set, User

counter has reached zero
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OUTCOME

Select the device type and the command then select the entity on which the command will be applied. The
entities are listed with the format “Module Serial #: Display Name”.

Type ‘ Command

Areas Arm, Disarm
Doors Disable_access (reader), Enable access (reader), Grant Access, Lock Door (permanent), Reset
Door, Timed Unlock, Unlock Door (Latched)
Inputs Bypass, Unbypass
Lockdown Start, Stop
Outputs Activate Output, Deactivate Output, Timed Activation
Relays Activate Relay, Deactivate Relay, Timed Activation
Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A MACRO

Select a macro from the list and click on the Properties button. See "Adding a Macro” on page 96 for more
information.

DELETING A MACRO

Select the macro from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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ADVANCED MACROS

Atrium now offers Advanced Macros, with these, you can program functions to be performed on any event in
real time.

The event must be generated on the module itself (locally). If the event is from another controller, you must
program the Macro for that controller. Each controller can manage 100 macros. The resulting command can be
executed/run on the same or any other controller.

MACRO COUNTER

Generic, power and flexible counters allow you to tally and manage occupancy in real time.

Examples for a macro counter application include parking lot management and user group management
(limiting the number of people in a fitness center or on a production floor).

From the Advanced Configuration tab, click on the Macros icon. Select the Counters tab and click on the
Add button.

A At « C0 Dhesna (m] kS

ADDING A MACRO COUNTER

i

g& Macro Counter Properties

rGeneral Information T
Display Name:| | ;ﬁl Notes
(& Enabled il ==
Module: & '
 Options
(D Auto Reload on Boot Up )
(D Auto Reload on Zero value )
(D Auto Reset on Count Maximum value )
(D Allow Qverflow on Count Maximum value )
Counter Maximum Value: ns

Save Cancel
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General Information

o Display Name: Identifies the macro counter throughout the ATRIUM software. We recommend
using a name that is representative of the macro counter.

e Enabled: When selected, activates the usage of this macro counter.

e Module: Select which module the macro counter will be saved on.

Options

e Auto Reload on Boot Up: When selected, the counter will reset to the Max value after the board is
rebooted (due to power failure or service).

o Auto Reload on Zero Value: When selected, the counter will reload to the maximum value once
the count reaches zero.

¢ Auto Reset on Count Maximum value: When selected, the counter will reset to zero when the
count reaches maximum value.

o Auto Overflow on Count Maximum value: When selected, this allows to count to exceed the
maximum value.

e Counter Maximum Value: Set the counter’'s maximum value.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A MACRO COUNTER

Select a macro counter from the list and click on the Properties button. See "Adding a Macro Counter” on page
96 for more information.

DELETING A MACRO COUNTER

Select the macro counter from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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MACRO TIMER

Macro Timers add the flexibility of timed actions to a macro.

From the Advanced Configuration tab, click on the Macros icon. Select the Timers tab and click on the Add
button.
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ADDING A MACRO TIMER

.{A\\ Macro Timer Properties

General Information /ﬁ
Display Name:” | :I tl':tes
~ No
& Enzbled )
Module: C = I:]
r Options
(D Auto Reload on Boot Up ]
© Periodic )
pays|____ 0 ]
Timed (HH:MM:SS):

o
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General Information

o Display Name: Identifies the macro timer throughout the ATRIUM software. We recommend using
a name that is representative of the macro timer.

 Enabled: When selected, activates the usage of this macro timer.

e Module: Select which module the macro timer will be saved on.

Options
e Auto Reload on Boot Up: When selected, the timer will restart after a system reboot.
e Periodic: When selected, the timer will repeat.
¢ Days: Set the amount of days the action will be performed.

e Timed (HH:MM:SS): Set the amount of time (hours:minutes:seconds) the action will be
performed. Which will be added to the day if applicable.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use th